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䜡㕂 VPDN ੑҸ 

㔎ⳕ䜡㕂  㔎ⳕᚙމϟˈ᥻ࠊ⍜ᙃ᥹ফにষሎᇌЎ 8Ǆ 

 

ੑҸ῵ᓣ  L2TP-Class ᥹ষ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ 
 ӏԩᇍ䱻䘧᥻ࠊ⍜ᙃ᥹ফにষሎᇌⱘ᳝ᬜᬍব䛑Ӯᇐ㟈ᇍᑨⱘ L2TP 䱻䘧㹿ᔎࠊЏࡼᢚ

䰸Ǆ 

 

 

䜡㕂В՟ 

՟ 1˖䆒㕂᥻ࠊ⍜ᙃ᥹ফにষሎᇌЎ 12 

Ruijie(config-l2tp-class)# receive-window 12  

Ruijie(config-l2tp-class)# 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

- - 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

5.5.23 retransmit 

ᴀੑҸ䆒㕂᥻ࠊ⍜ᙃ䞡Ӵখ᭄ˈ݊ no ᔶᓣᇚᘶ໡㋏㒳㔎ⳕ䆒㕂Ǆ 

retransmit {initial {retries initial-retries | timeout {max | min} initial-timeout} | retries 

retries | timeout {max | min} timeout} 

no retransmit  { initial {retries | timeout {max | min} }| retries | timeout {max | min} } 

 খ᭄ ᦣ䗄 

 initial-retries SCCRQ 䞡Ӵ⃵᭄ 

 initial-timeout SCCRQ 䞡Ӵᯊ䯈䯈䱨 খ᭄䇈ᯢ 

 retries ݊Ҫ᥻ࠊ⍜ᙃ䞡Ӵ⃵᭄ 

 timeout ݊Ҫ᥻ࠊ⍜ᙃ䞡Ӵᯊ䯈䯈䱨 

 

㔎ⳕ䜡㕂 
 㔎ⳕᚙމϟˈSCCRQ 䞡Ӵ⃵᭄Ў 2ˈ݊Ҫ᥻ࠊ⍜ᙃ䞡Ӵ⃵᭄Ў 5ˈ᥻ࠊ⍜ᙃ䞡Ӵⱘ᳔ᇣ

ᯊ䯈䯈䱨Ў 1 ⾦ˈ᥻ࠊ⍜ᙃ䞡Ӵⱘ᳔໻ᯊ䯈䯈䱨Ў 8 ⾦Ǆ 

 

ੑҸ῵ᓣ  L2TP-Class ᥹ষ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ  ӏԩᇍ᥻ࠊ⍜ᙃ䞡Ӵখ᭄䆒ᅮⱘ᳝ᬜᬍব䛑Ӯᇐ㟈ᇍᑨⱘ L2TP 䱻䘧㹿ᔎࠊЏࡼᢚ䰸Ǆ 



䜡㕂 VPDN ੑҸ 

 

 

䜡㕂В՟ 

՟ 1˖䆒㕂 SCCRQ 䞡Ӵ⃵᭄Ў 3 

Ruijie(config-l2tp-class)# retransmit initial retries 3 

Ruijie(config-l2tp-class)# 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

- - 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

5.5.24 timeout setup 

ᴀੑҸ䆒㕂㋏㒳ܕ䆌ⱘᓎゟ᥻ࠊ䖲᥹᳔໻ᯊ䯈㢅䌍ˈ݊ no ᔶᓣᇚᘶ໡㋏㒳㔎ⳕ䆒㕂Ǆ 

timeout setup seconds 

no timeout setup 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 seconds ㋏㒳ܕ䆌ⱘᓎゟ᥻ࠊ䖲᥹ⱘ᳔໻ᯊ䯈㢅䌍ˈऩԡЎ⾦

 

㔎ⳕ䜡㕂  㔎ⳕᚙމϟˈ㋏㒳ܕ䆌ⱘᓎゟ᥻ࠊ䖲᥹ⱘ᳔໻ᯊ䯈㢅䌍Ў 120 ⾦Ǆ 

 

ੑҸ῵ᓣ  L2TP-Class ᥹ষ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ 
 ӏԩᇍ㋏㒳ܕ䆌ⱘᓎゟ᥻ࠊ䖲᥹ⱘ᳔໻ᯊ䯈㢅䌍䆒ᅮⱘ᳝ᬜׂᬍ䛑Ӯᇐ㟈Ⳍ݇ⱘ L2TP

䱻䘧㹿ᔎࠊЏࡼ⏙䰸 

 

 

䜡㕂В՟ 

՟ 1˖䆒㕂㋏㒳ܕ䆌ⱘᓎゟ᥻ࠊ䖲᥹ⱘ᳔໻ᯊ䯈㢅䌍Ў 240 ⾦ 

Ruijie(config-l2tp-class)# timeout setup  240 

Ruijie(config-l2tp-class)# 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

- - 

 

ᑇৄ䇈ᯢ  ᮴ 

 

http://www.ruijie.com.cn 



䜡㕂 VPDN ੑҸ 

http://www.ruijie.com.cn 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

5.5.25 vpdn 

ᴀੑҸ⫼Ѣ䆒㕂 L2tp 䱻䘧໪ሖ༈᠔೼ vrf 

vpdn vrf vrf-name 

no vpdn vrf 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 vrf ᣛᅮ㉏ൟ vrf 

  vrf-name vrf ৡ⿄ 

 

㔎ⳕ䜡㕂  㔎ⳕᚙމϟˈ໪ሖ䱻䘧Փ⫼ܼሔ vrfˈ᮴䆎᥹ষሲѢાϾ vrf 

 

ੑҸ῵ᓣ  ᥹ষ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ 

 䆹ੑҸҙ Virtual-PPP ষৃҹ㾕ˈা᳝ L2tp 䱻䘧ৃҹ䜡㕂 

᥹ষ䜡㕂њ vrfˈ ϡ䜡㕂䆹ੑҸⱘᚙމϟˈ䱻䘧ᇕ㺙ৢӮ䎼䍞ܼࠄሔ vrfˈབᵰϡ䳔㽕䎼

䍞ˈ䳔㽕䜡㕂䆹ੑҸˈՓ vpn vrf ੠ ip vrf forward ϔ㟈 

 

䜡㕂В՟ 

 ՟ 1˖䆒㕂䱻䘧໪ሖ༈ሲѢ vrf 1 

Ruijie(config-Virtual-ppp 1)# vpdn vrf 1 

Ruijie(config-Virtual-ppp 1)# 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

ip vrf 䜡㕂 vrf 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 10.3˄5˅ ㄀ϔϾᬃᣕ䆹ੑҸⱘ⠜ᴀ 

 



䜡㕂 Tunnel ᥹ষੑҸ 

6 ��	´ Tunnel �/�L�w�W 

6.1 ��	´�ü�»�w�W 

6.1.1 keepalive (tunnel interface) 

䜡㕂 GRE 䱻䘧ᰃ৺ਃ⫼ֱ⌏ࡳ㛑ˈՓ⫼བϟੑҸ˖ 

keepalive [seconds [retries]] 

no keepalive  

 খ᭄  



䜡㕂 Tunnel ᥹ষੑҸ 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

   

6.1.2 tunnel checksum 

೼᥹ষ䜡㕂῵ᓣϟՓ⫼ tunnel checksum ੑҸֱ䆕 turnnel ᥹ষ᭄᥂ᅠᭈᗻ偠䆕 Փ̍⫼ᴀੑ

Ҹⱘ no ᔶᓣপ⍜ℸ乍䆒㕂Ǆ 

tunnel checksum 

no tunnel checksum 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

                        -              - 

 

㔎ⳕ䜡㕂  ϡ䖯㸠᭄᥂ᅠᭈᗻ偠䆕. 

 

ੑҸ῵ᓣ  ᥹ষ䜡㕂῵ᓣǄ 

 

 
Փ⫼ᣛᇐ 

䆹ੑҸা䗖⫼Ѣ䗮⫼䏃⬅ᇕ㺙 GRE˄Generic Route Encapsulation˅ⱘ᥹ষˈ᳝ѯ㹿ᇕ

㺙ⱘण䆂೼᭄᥂᡹᭛ⱘ㒧ሒܹࡴњҟ䋼㞾ࡼ䰘ࡴⱘ checksumǄℸᯊ tunnel ᥹ষгᖙ乏

خ checksum ⱘ᷵偠ˈ㹿⸈ണⱘ᡹᭛ᇚⳈ᥹϶ᓗǄ 

 

 

䜡㕂В՟ 

՟ 1˖೼ tunnel 0 ᥹ষϞ䜡㕂 checksum ੑҸ. 

Ruijie(config)# interface tunnel  0 

Ruijie(config-if)# tunnel checksum  

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

show interfaces tunnel ᰒ⼎ tunnel ᥹ষⳌ݇ⱘֵᙃ 

 

ᑇৄ䇈ᯢ   

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

6.1.3 tunnel destination 

೼᥹ষ䜡㕂῵ᓣϟՓ⫼ tunnel destination ੑҸЎ⡍ᅮⱘ tunnel ᥹ষᣛᅮⳂᷛഄഔ Փ̍⫼ᴀ

ੑҸⱘ no ᔶᓣߴ䰸 tunnel ᥹ষⱘⳂᷛഄഔǄ 

http://www.ruijie.com.cn 



䜡㕂 Tunnel ᥹ষੑҸ 

tunnel destination ip-address 

no tunnel destination 

খ᭄䇈ᯢ  খ᭄ ᦣ䗄 

 ip-address 㹿ᣛᅮⱘ䱻䘧Ⳃᷛⱘ IP ഄഔ  

 

㔎ⳕ䜡㕂  ⳂᷛഄഔЎぎǄ 

 

ੑҸ῵ᓣ  ᥹ষ䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ  䆹ੑҸ᠔ᣛᅮᰃᓎゟ䱻䘧ᯊⱘᇍッഄഔˈབᵰ≵᳝䖭Ͼᖙ㽕ⱘ䜡㕂ˈ䱻䘧ᇚ᮴⊩ᓎゟǄ 

 

 

䜡㕂В՟ 

՟ 1˖೼ tunnel 0 ᥹ষϞ䜡㕂Ⳃᷛⱘ IP ഄഔ 61.154.101.3˖ 

Ruijie(config)# interface tunnel  0 

Ruijie(config-if)# tunnel destination  61.154.101.3  

 

Ⳍ݇ੑҸ  ੑҸ ᦣ䗄 

 show interfaces tunnel ᰒ⼎ tunnel ᥹ষⳌ݇ⱘֵᙃ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

 



䜡㕂 Tunnel ᥹ষੑҸ 

 

ੑҸ῵ᓣ  



䜡㕂 Tunnel ᥹ষੑҸ 

 

Ⳍ݇ੑҸ  ੑҸ ᦣ䗄 

 show interfaces tunnel ᰒ⼎ tunnel ᥹ষⳌ݇ⱘֵᙃ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

6.1.6 tunnel path-mtu-discovery 

೼᥹ষ䜡㕂῵ᓣϟՓ⫼ੑҸ tunnel path-mtu-discovery ▔⌏䱻䘧ⱘ PMTUD ⫼㛑⫼ˈՓࡳ

ᴀੑҸⱘ no ᔶᓣᘶ໡㔎ⳕᮍᓣǄ 

tunnel path-mtu-discovery [age-timer {aging-mins | infinite } |  

min-mtu mtu-bytes] 

no tunnel path-mtu-discovery [ age-timer | min-mtu ] 

খ᭄䇈ᯢ  খ᭄ ᦣ䗄 

 aging-mins ˄ৃ䗝 䆒˅㕂䱻䘧᥹ষ 078 ⱘ㗕࣪ᯊ䯈 㒣̍䖛䆹ᯊ䯈ˈ

䱻䘧Ӯথ䗕᥶⌟᡹᭛ᴹ᥶ᇏ䏃ᕘ 078˗DJLQJ�PLQV˖

㗕࣪ᯊ䯈ˈ㣗ೈ ���� 䩳ˈ㔎ⳕؐЎߚ �� ˗䩳ߚ

LQILQLWH˖⽕ℶ 078 㗕࣪䅵ᯊ఼Ǆ�

 

  mtu-bytes ˄ৃ䗝˅䆒㕂䱻䘧᥹ষৃ㹿 3078' 䇗ᭈⱘ 078 ϟ䰤�

078 ϟ䰤໻ᇣˈ㣗ೈ �������� ᄫ㡖ˈ㔎ⳕؐЎ �� ᄫ

㡖�
 

 

 

㔎ⳕ䜡㕂  ೼ IP 䱻䘧ϡ▔⌏ PMTUD  㛑Ǆࡳ

 

ੑҸ῵ᓣ  ᥹ষ䜡㕂῵ᓣǄ 

 

 

Փ⫼ᣛᇐ 

䋳䕑ण䆂᡹᭛㒣䖛䱻䘧ᇕ㺙ৢ᡹᭛໻ᇣৃ㛑Ӯ䍙䖛䱻䘧᥹ষⱘ MTUˈᇐ㟈᡹᭛ߚ⠛ˈे

Փ䋳䕑 IP ᡹᭛༈Ё䆒㕂њ DF˄Don't Fragment˅ԡǄRGOS ೼᥹ষ䜡㕂῵ᓣϟᦤկњ�ü MTU



䜡㕂 Tunnel ᥹ষੑҸ 

߱ྟ䜡㕂ੑҸЎ init ⢊ᗕ˗ 

䅵ᯊ఼ࠄᯊᯊህᓔྟথ䗕᥶⌟᡹᭛䖯㸠ᄺдˈ⢊ᗕবЎ learningˈℸᯊথ䗕ⱘᰃ learning
᡹᭛˗ 

ᄺдࠄ䖲㓁থ䗕њ 5 Ͼ᥶⌟᡹᭛䛑≵᳝ᬊࠄ MTU ব࣪ⱘᯊ׭ ⢊̍ᗕবЎ keep থ̍䗕 keep
᡹᭛˗ 

 

 

䜡㕂В՟ 

՟ 1˖೼ tunnel 0 ᥹ষϞ▔⌏ PMTUD  㛑ࡳ

Ruijie(config)# interface tunnel  0 

Ruijie(config-if)# tunnel path-mtu-discovery  

 

Ⳍ݇ੑҸ  ੑҸ ᦣ䗄 

 show interfaces tunnel ᰒ⼎ tunnel ᥹ষⳌ݇ⱘֵᙃ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

              10.4 ⊼ᛣ˖䆹ੑҸ೼ 10.4˄2˅ҹঞПৢⱘ⠜ᴀᠡᬃᣕǄ

 

6.1.7 tunnel source 

೼᥹ষ䜡㕂῵ᓣϟՓ⫼ tunnel source ੑҸ䜡㕂 tunnel





䜡㕂 Tunnel ᥹ষੑҸ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 

ੑҸग़৆  10.4 RGOS 10.4 ⠜ᴀᓔྟᬃᣕ 

⊼ᛣ˖䆹ੑҸ೼ 10.4˄2˅ҹঞПৢⱘ⠜ᴀᠡᬃᣕǄ

6.1.9 tunnel ttl 

೼᥹ষ䜡㕂῵ᓣϟՓ⫼ tunnel ttl ੑҸ䜡㕂 tunnel ᥹ষⱘ ttl ؐ Փ̍⫼ᴀੑҸⱘ no ᔶᓣᘶ໡㔎

ⳕؐǄ 

tunnel ttl hop-count 

no tunnel ttl 

খ᭄䇈ᯢ  খ᭄ ᦣ䗄 

 hop-count ⫼ᴹᣛᅮ tunnel ᥹ষⱘ ttl ؐǄ  

 

㔎ⳕ䜡㕂  䱻䘧᥹ষⱘ㔎ⳕ ttl ؐЎ 255Ǆ 

 

ੑҸ῵ᓣ  ᥹ষ䜡㕂῵ᓣǄ 

 

 

Փ⫼ᣛᇐ 

⬅Ѣ Tunnel ᰃ⚍ᇍ⚍ⱘ䫒䏃ˈ᠔ҹᇍѢ䋳䕑ण䆂ᴹ䇈ˈ೼䏃⬅ⱘᯊ׭ⳟ䍋ᴹা᳝ϔ䏇

˄hop˅̍ Ԛᅲ䰙ϞӴ䕧ण䆂ⱘ䏃⬅㢅䌍ৃ㛑ϡℶϔ䏇ǄRGOS 䆌䆒㕂ܕ Tunnel ⱘ TTLˈ

гे䆒㕂 tunnel ᠔থ䗕ⱘᇕ㺙᡹᭛ЁӴ䕧ण䆂᡹༈ TTL ؐǄ䱻䘧Ё䯈㡖⚍䏃⬅఼Ӯ䗦ޣ

Ӵ䕧ण䆂᡹༈Ёⱘ TTL ؐˈ϶ᓗ TTL Ў 0 ⱘ᡹᭛Ǆ 

 

 

䜡㕂В՟ 

՟ 1˖೼ tunnel 0 ᥹ষϞ䆒㕂䱻䘧᥹ষ ttl ؐЎ 16 

Ruijie(config)#  interface tunnel  0 

Ruijie(config-if)# tunnel ttl  16  

 

Ⳍ݇ੑҸ  ੑҸ ᦣ䗄 

 show interfaces tunnel ᰒ⼎ tunnel ᥹ষⳌ݇ⱘֵᙃ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

http://www.ruijie.com.cn 



䜡㕂 Tunnel ᥹ষੑҸ 

6.1.10 tunnel vrf 



䜡㕂 Tunnel ᥹ষੑҸ 

http://www.ruijie.com.cn 

               -                       - 

 

㔎ⳕ䜡㕂  ᮴Ǆ 

 

ੑҸ῵ᓣ  ⡍ᴗ῵ᓣǄ 

 

Փ⫼ᣛᇐ 
 ᔧᭈᴎ䖤㸠䜡㕂ᕜ໮ᯊˈাᶹⳟᴀᴎ݅䜡㕂њ໮ᇥ GRE 䱻䘧ˈϡ⫼Ң໻䞣ⱘ show 

running  ᵤǄՓ⫼ᴀੑҸेৃǄߚᆍЁএݙ

 

䜡㕂В՟ 

 ՟ 1˖ᰒ⼎ᴀᴎ䜡㕂њ໮ᇥ GRE 䱻䘧ˈҹঞ৘㞾ⱘὖ㽕ֵᙃǄ 

Ruijie# show tunnel gre  

Tunnel1: 

Mode:GRE/IP, Destination 192.168.2.2, Source vlan 100 

 

Ⳍ݇ੑҸ  ੑҸ ᦣ䗄 

 show interfaces tunnel  ᰒ⼎ tunnel ᥹ষⱘ䜡㕂Ǆ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 10.4 RGOS 10.4 ⠜ᴀᓔྟᬃᣕ 

 



䜡㕂㔥㒰ᅝܼण䆂˄IPSec˅ੑҸ 

7 ��	´	¯	›���µ�"
`�cIPSec�d�w�W 

7.1 ��	´�ü�»�w�W 

㔥㒰ᅝܼण䆂˄IPSec˅䜡㕂ࣙ৿ҹϟੑҸ˖ 

�„  authentication (IKE policy) 

�„  clear crypto isakmp 

�„  clear crypto sa   

�„  crypto dynamic-map  

�„  crypto ipsec df-bit  

�„  crypto ipsec multcast disable 

�„  crypto ipsec optional 

�„  crypto ipsec profile 

�„  crypto ipsec security-association lifetime 

�„  crypto ipsec security-association replay disable 

�„  crypto ipsec transform-set 

�„  crypto isakmp enable 

�„  crypto isakmp key 

�„  crypto isakmp keepalive 

�„  crypto isakmp mode-detect 

�„  crypto isakmp nat disable  

�„  crypto isakmp nat keepalive 

�„  crypto isakmp next-payload disable 

�„  crypto isakmp peer 

�„  crypto isakmp policy 

�„  crypto isakmp rg-sm1 

�„  crypto isakmp vendorid disable 

�„  crypto map (global IPSec) 

�„
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�„  crypto map local-address 

�„  crypto mib enable  

�„  crypto software 

�„  debug crypto engine 

�„  debug crypto ipsec  

�„  debug crypto isakmp 

�„  encryption (IKE policy) 

�„  group (IKE policy) 

�„  hash (IKE policy) 

�„  lifetime (IKE policy)  

�„  match address (IPSec) 

�„  match any 

�„  mode (IPSec) 

�„  reverse-route 

�„  self-identity 

�„  set autoup 

�„  set exchange-mode 

�„  set local (IPSec) 

�„  set peer (IPSec) 

�„  set pfs (IPSec) 

�„  set security-association lifetime 

�„  set session-key  

�„  set transform-set 

�„  set mtu 

�„  tunnel protection ipsec profile 

7.1.1 authentication (IKE policy) 

㽕ᣛᅮ IKE ㄪ⬹ⱘ䅸䆕ᮍ⊩ˈ䇋ᠻ㸠 IKE ㄪ⬹䜡㕂ੑҸ authentication Ǆ䆹ੑҸⱘ no ᔶ

ᓣᘶ໡㔎ⳕ䅸䆕ᮍ⊩Ǆ 

authentication {pre-share|rsa-sig|digital-email } 

no authentication 

http://www.ruijie.com.cn 
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 খ᭄ ᦣ䗄 

 pre-share 乘݅ѿᆚ䩹偠䆕 খ᭄䇈ᯢ 

 rsa-sig ᭄ᄫㅒৡ偠䆕 

 digital-email ᭄ᄫֵᇕ䅸䆕˄ᴹ㞾ǉipsec vpn ᡔᴃ㾘㣗Ǌ˅  

 

㔎ⳕ䜡㕂  RGOS 8.31 ⠜ᴀҹৢ㔎ⳕᰃ᭄ᄫㅒৡ偠䆕Ǆ RGOS8.31 ⠜ᴀࠡ㔎ⳕᰃ乘݅ѿᆚ䩹偠䆕.

 

ੑҸ῵ᓣ  IKE  ᆚ䜡㕂῵ᓣǄࡴ

 

 

Փ⫼ᣛᇐ 

Ⳃࠡ IKE णଚㄪ⬹Ё偠䆕ᮍᓣ咬䅸䞛⫼᭄ᄫㅒৡ偠䆕ˈ䖭Ϣ Cisco ⳌৠˈབᵰᏠᳯ䞛⫼

乘݅ѿᆚ䩹ᮍᓣ偠䆕߭䳔㽕๲ࡴϔϾ IKE ㄪ⬹˄䜡㕂៤乘݅ѿᮍᓣ˅Ǆ 

digital-email 䅸䆕῵ᓣҙ⫼Ѣ੠⡍⅞എড়ϟ੠䗮䖛 60� ㅫ⊩䅸䆕ⱘ䆒໛Ѧ䗮Ǆথ䍋ッ䳔㽕

乘ܜ䜡㕂ᇍッ䆕кǄ 

 

䜡㕂В՟  ᮴ˈ 

 

 ੑҸ ᦣ䗄 

crypto isakmp enable  Փ㛑 IKEǄ 

encryption  {des | 3des | 
aes-128 | aes-192 | aes-256 | 
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㔎ⳕ䜡㕂  བᵰ≵᳝Փ⫼ connection-id খ᭄ˈ߭䆹ੑҸ⏙䰸᠔᳝ᄬ೼ⱘ IKE ᅝܼ㘨ⲳ 

 

ੑҸ῵ᓣ  ⡍ᴗ EXEC 䜡㕂῵ᓣǄ 

 

 
Փ⫼ᣛᇐ 

ϔ㠀ᚙމϟˈা⏙䰸ᶤϾ݋ԧⱘ IKE ᅝܼ㘨ⲳˈᙼৃҹܜՓ⫼ show crypto isakmp sa
ੑҸᶹⳟᙼ㽕⏙䰸ᅝܼ㘨ⲳⱘ ID ো ⫼Փݡৢ̍✊ clear crypto isakmp ᏺ ID ⏙䰸ᶤϾ݋

ԧⱘ
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ੑҸ῵ᓣ  ⡍ᴗ EXEC 䜡㕂῵ᓣǄ 

 

 

Փ⫼ᣛᇐ 

1.Ϟ䗄ੑҸ⫼Ѣ⏙䰸 IPSec ᅝܼ㘨ⲳˈབᵰ≵᳝Փ⫼ peerǃmapǃspi ㄝ݇䬂ᄫˈ߭咬

䅸᠔᳝ⱘ IPSec ᅝܼ㘨ⲳ䛑ᇚ㹿ߴ䰸Ǆ 

2.བᵰᅝܼ㘨ⲳᰃ䗮䖛 IKE ᓎゟⱘˈ䙷МᅗӀᇚ㹿⏙䰸ˈᔧ᥹ষẔ⌟᳝ࠄ▔⌏ IPSec ⱘ

᡹᭛ I̍PSec 䞡ᮄणଚᮄⱘᅝܼ㘨ⲳǄབᵰᅝܼ㘨ⲳᰃ䗮䖛᠟Ꮉᓎゟⱘ 䙷̍Мᅝܼ㘨ⲳᇚ

㹿⏙䰸ᑊϨゟे䞡ᮄᓎゟǄ 

3.䜡㕂њᮄখ᭄ˈাᇍ䱣ৢणଚⱘᅝܼ㘨ⲳ䍋԰⫼ˈϡӮᕅડ⦄᳝ᅝܼ㘨ⲳǄЎњᮄখ᭄

԰⫼Ѣ⦄᳝ᅝܼ㘨ⲳˈৃ䗮䖛䆹ੑҸ⏙䰸⦄᳝ᅝܼ㘨ⲳˈ䖯㸠䞡ᮄणଚǄ 

4.ᅝܼ㘨ⲳ㹿⏙䰸ˈᇚᇐ㟈䗮ֵЁᮁˈЎњϡՓ݊Ҫⱘ IPSec 㘨ⲳ䗮ֵЁᮁˈᑨ䆹Փ⫼

peerǃmapǃspi ᯢ⹂ᣛᅮ⡍ᅮⱘᅝܼ㘨ⲳǄ 

5.ᔧ✊ˈབᵰা᳝ϔϾᅝܼ㘨ⲳˈ៪㗙݊Ҫᅝܼ㘨ⲳ≵᳝ҔМ᭄᥂೼䗮ֵˈৃҹ⏙䰸᠔᳝

ᅝܼ㘨ⲳ䖯㸠䞡ᮄणଚǄ 

 

䜡㕂В՟ 
 ՟ �˖ϟ䴶ⱘ⼎՟ᇚ⏙䰸᠔᳝ᅝܼ㘨ⲳ˖ 

Ruijie#  clear crypto  sa  

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

clear crypto isakmp ⏙䰸 IKE ᅝܼ㘨ⲳ 

 

ᑇৄ䇈ᯢ  ᮴Ǆ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - 
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 ੑҸ ᦣ䗄 

crypto map(interface IPSec) ᇚࡴᆚ᯴ᇘᑨ⫼Ѣ᥹ষ 

match address   Ўࡴᆚ᯴ᇘ߫㸼ᣛᅮϔϾ䆓䯂߫㸼Ǆ 

Set peer   ᣛᅮ䖰⿟ᇍㄝԧ 
Ⳍ݇ੑҸ 

Set transform-set   ᣛᅮবᤶ䲚ড় 

show crypto map ᶹⳟࡴᆚ᯴ᇘֵᙃ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

                       -               - 

7.1.5 crypto ipsec df-bit 

೼ܼሔ῵ᓣϟᇍܼ䚼᥹ষ䆒㕂ᇕ㺙༈ⱘ DF ؐ ⫼ܼ̍ሔੑҸ crypto ipsec df-bit {clear | set | 

copy } 

 খ᭄ ᦣ䗄 

 clear ໪䚼 IP ༈Ӯᡞ DF Bit ⏙䰸ˈ䆒໛ৃ㛑ߚ⠛᡹᭛ᑊࡴ

Ϟ IPSEC ᇕ㺙 

 set ໪䚼 IP ༈Ӯᡞ DF Bit 㕂 1 ✊̍㗠བᵰॳྟⱘ IP ༈ⱘ

DF Bit ᰃ⏙䰸ⱘˈ䆒໛ৃ㛑Ӯߚ⠛᡹᭛ 

খ᭄䇈ᯢ 
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ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

7.1.6 crypto ipsec multcast disable 

݇䯁ᇍ໮᪁ǃᑓ᪁᡹᭛ⱘ IPSec ໘⧚Ǆ 

crypto ipsec multcast disable 

no crypto ipsec multcast disable 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  ≵᳝䜡㕂ⱘᚙމϟˈϨ ACL ࣙ৿њ໮᪁ǃᑓ᪁᡹᭛ˈᇚᇍ݊䖯㸠 IPSec ໘⧚Ǆ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ  བᵰϡ䳔㽕ᇍ໮᪁ǃ㒘᪁᡹᭛䖯㸠 IPSec ໘⧚ˈ䜡㕂ℸੑҸৃҹ䏇䖛 IPSec ໘⧚Ǆ 

 

䜡㕂В՟ 
 ՟ 1˖ϟ䴶ⱘ⼎՟ᅠ៤݇䯁໮᪁ǃᑓ᪁᡹᭛ IPSec ໘⧚ⱘ䜡㕂˖ 

Ruijie(config)# crypto ipsec multcast disable  

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

                         -              - 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

7.1.7 crypto ipsec optional 

೼ܼሔ῵ᓣϟ䗮䖛 crypto ipsec optional ੑҸ݇䯁 ipsec ᅝܼẔᶹǄ 

crypto ipsec optional 

no crypto ipsec optional 

http://www.ruijie.com.cn 
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 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

   

 

㔎ⳕ䜡㕂  㔎ⳕᚙމ䆹ੑҸ݇䯁 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣǄ 

 

 
Փ⫼ᣛᇐ 

ᅝܼẔᶹᴀ䑿ᇍ䌘⑤ᓔ䫔↨䕗໻ˈ݇ 䯁䆹ࡳ㛑ৃҹ㡖㑺 cpu 䌘⑤Ǆl2tp over ipsec ⱘ῵ൟ

Ё l̍2tp ৃҹᣛᅮᔎࠊ ipsec 㛑ࡳ г̍ৃҹᅲ⦄᡹᭛ᖙ乏㒣䖛 ipsec ᆚⱘ᡹᭛ᠡ㛑䗮䖛Ǆࡴ

ৃҹḍ᥂ᅲ䰙䳔㽕㒘ড়Փ⫼ 

 

䜡㕂В՟ 
 ՟ 1˖প⍜ᅝܼẔᶹ 

crypto ipsec optional 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

                         -             - 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

7.1.8 crypto ipsec profile(global IPSec-profile) 

㽕߯ᓎ៪ׂᬍϔϾ Profile ⱘࡴᆚ᯴ᇘˈ䇋ᠻ㸠ܼሔੑҸ crypto ipsec profileǄ䆹ੑҸⱘ no

ᔶᓣপ⍜ϔϾ Profile ⱘࡴᆚ᯴ᇘ៪ᴵⳂǄ 

crypto ipsec profile profile-name 

no crypto ipsec profile profile-name 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 profile-name Profile  ⿄ᆚ᯴ᇘ䲚ড়ⱘৡࡴ

 

㔎ⳕ䜡㕂  ϡᄬ೼ࡴᆚ᯴ᇘ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣˈՓ⫼䆹ੑҸᇚ䖯ܹ
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1.ᇍ䖭ѯ䗮ֵᑨ䆹ᑨ⫼ાѯ IPSec ᅝܼㄪ⬹˖ҢϔϾ៪໮Ͼবᤶ䲚㒘៤ⱘ߫㸼Ё䗝ᢽǄ 

2.ᅝܼ㘨ⲳⱘ⫳ੑᳳǄ 

3.ᅝܼ㘨ⲳᰃ㹿᠟Ꮉᓎゟ䖬ᰃ䗮䖛 IKE ᓎゟǄ 

4ǃབᵰᰃ IPV6ǃIPSEC-IPV4ǃIPSEC-IPV6 䱻䘧ˈ䳔㽕ࠊᅮणଚ permit any ⱘ ACLǄ

ᇚ Tunnel ⱘࡴᆚ᯴ᇘ䲚ড়ᑨ⫼ࠄ Tunnel ᥹ষϞˈ䖭ḋ᠔᳝䗮䖛䖭Ͼ᥹ষⱘ IP 䗮ֵ䛑ᇚ

㹿ᑨ⫼೼᥹ষϞⱘࡴᆚ᯴ᇘ䲚ড়䖯㸠ࡴᆚǄ೼䜡㕂ᅠ៤ৢˈ㞾ࡼথ䍋 IKE णଚˈ៪㗙೼

ᬊࠄ䆹᥹ষⱘ᡹᭛ˈᴹ㾺থ IKE णଚǄ೼ࡴᆚ᯴ᇘᴵⳂЁᦣ䗄ⱘㄪ⬹ᇚ೼ᅝܼ㘨ⲳⱘण

ଚ䖛⿟Ё㹿Փ⫼ˈЎњՓϸϾ IPSec ᇍㄝԧП䯈ⱘ IPSec 㛑໳乎߽䖯㸠ˈϸϾᇍㄝԧⱘ

Tunnel ˈᆍⱘ䜡㕂䇁হǄᔧϸϾᇍㄝԧ䆩೒ᓎゟᅝܼ㘨ⲳᯊݐᆚ᯴ᇘᴵⳂᖙ乏ࣙ৿ѦⳌࡴ

ঠᮍ䛑ᖙ乏㟇ᇥ᳝ϔᴵࡴᆚ᯴ᇘᴵⳂ੠ᇍᮍᇍㄝԧⱘϔᴵࡴᆚ᯴ᇘᴵⳂⳌݐᆍ㟇ᇥ⒵䎇

ҹϟᴵӊ˖ 

 䆓䯂߫㸼˅Ǆڣ᯴ڣᆚ䆓䯂߫㸼˄བ䬰ࡴᆍⱘݐᆚ᯴ᇘᴵⳂᖙ乏ࣙ৿ࡴ.1

2.ঠᮍⱘࡴᆚ᯴ᇘᴵⳂ䛑ᖙ乏⹂ᅮᇍᮍᇍㄝԧഄഔ˄ 䰸䴲ᇍㄝԧℷ೼Փ⫼ࡼᗕࡴᆚ᯴ᇘ Ǆ˅

 ᆚ᯴ᇘᴵⳂᖙ乏㟇ᇥ᳝ϔϾⳌৠⱘবᤶǄࡴ.3

4.ᇍѢऩϾ᥹ষাᑨ⫼ϔϾࡴᆚ᯴ᇘ䲚ড়Ǆࡴᆚ᯴ᇘ䲚ড়Ёࣙ৿њ IPSec/IKE. 

བᵰᄬ೼ϟ䴶޴⾡ᚙމЁⱘϔ⾡ˈህᖙ乏ЎϔϾ᥹ষ߯ᓎ໮Ͼࡴᆚ᯴ᇘᴵⳂ˖ 

1.བᵰℸ᥹ষϞϡৠⱘ᭄᥂⌕ᇚ⬅ϡৠⱘ IPSec ᇍㄝԧ䖯㸠໘⧚Ǆ 

2.བᵰᛇ㽕ᇍϡৠ㉏ൟⱘ䗮ֵ˄থᕔⳌৠ៪ϡৠⱘᇍㄝԧ˅ᑨ⫼ϡৠⱘ IPSec ᅝܼᗻ˗

՟བˈᛇ䅽ϔ㒘ᄤ㔥䯈ⱘ䗮ֵ㹿䅸䆕ˈ㗠঺ϔ㒘ᄤ㔥䯈ⱘ䗮ֵ᮶㹿䅸䆕জ㹿ࡴᆚǄ೼䖭

⾡ᚙމϟˈϡৠ㉏ൟⱘ䗮ֵᑨ䆹೼ϸϾϡৠⱘ䆓䯂߫㸼Ё㹿ᅮНˈᑊϨᖙ乏Ў↣Ͼࡴᆚ

䆓䯂߫㸼߯ᓎϔϾऩ⣀ⱘࡴᆚ᯴ᇘᴵⳂǄ 

 

 

䜡㕂В՟ 

՟ 1˖ϟ䴶ⱘ⼎՟ᰃ Profile  ˖ᆚ᯴ᇘ䲚ড়ⱘ᳔ᇣ䜡㕂ࡴ

Ruijie(config)# crypto ipsec profile profile-name 

Ruijie(config-crypto-map)# set transform-set myset  

IKE णଚᅝܼ㘨ⲳ 

 

 ੑҸ ᦣ䗄 

tunnel protection ipsec profile 
(interface IPSec) 

ᇚࡴᆚ᯴ᇘᑨ⫼Ѣ Tunnel ᥹ষ 

Set transform-set   ᣛᅮবᤶ䲚ড় 

Ⳍ݇ੑҸ 

show crypto map ᶹⳟࡴᆚ᯴ᇘֵᙃ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

7.1.9 crypto ipsec security-association lifetime 

㽕ׂᬍ IPSec ᅝܼ㘨ⲳणଚᯊ᠔Փ⫼ⱘܼሔ⫳ੑ਼ᳳؐˈৃҹՓ⫼ crypto ipsec 

security-association lifetime ܼሔ䜡㕂ੑҸǄ䆹ੑҸⱘ no ᔶᓣᇚ⫳ੑ਼ᳳᘶ໡៤㔎ⳕؐǄ   

http://www.ruijie.com.cn 



䜡㕂㔥㒰ᅝܼण䆂˄IPSec˅ੑҸ 

crypto ipsec security-association lifetime {seconds seconds | kilobytes kilobytes}     

no crypto ipsec security-association lifetime {seconds | kilobytes }  

 খ᭄ ᦣ䗄 

 seconds seconds 
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7.1.11 crypto ipsec transform-set 

㽕ᅮНկᅝܼ㘨ⲳՓ⫼ⱘবᤶ䲚ড় 䇋̍Փ⫼ੑҸ crypto ipsec transform-setǄ䆹ੑҸⱘ no

ᔶᓣߴ䰸ϔϾবᤶ䲚ড়Ǆ 

crypto ipsec transform-set transform-set-name transform1  

[transform2 [transform3]] 

no crypto ipsec transform-set  transform-set-name 

 খ᭄ ᦣ䗄 

 transform-set-name বᤶ䲚ⱘৡ⿄�
খ᭄䇈ᯢ 

 transform1 ǃ transform2 ǃ
transform3  

ᅝܼ㘨ⲳՓ⫼ⱘᅝܼण䆂੠ㅫ⊩ˈ݋ԧⱘ䇋খ㗗ᅝܼ

䜡㕂ᣛᇐǄ 

 

㔎ⳕ䜡㕂  ᮴বᤶ䲚ড়Ǆ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣ 

 

 

Փ⫼ᣛᇐ 

1.䲚ড়ᰃᅝܼण䆂ǃㅫ⊩ҹঞᇚ⫼Ѣফ IPSec ֱᡸⱘ䗮ֵⱘ݊ᅗ䆒㕂ⱘ㒘ড়Ǆ೼ IPSec
ᅝܼ㘨ⲳणଚ䖛⿟Ёˈᇍㄝԧᖙ乏Փ⫼ৠϔϾ⡍ᅮⱘবᤶ䲚ড়ᴹֱᡸ⡍ᅮⱘ᭄᥂⌕Ǆ 

2.䜡㕂໮Ͼবᤶ䲚ড় ✊̍ৢ೼ࡴᆚ᯴ᇘᴵⳂЁᣛᅮ䖭ѯবᤶ䲚ড়ЁⱘϔϾ៪໮ϾǄ೼ࡴᆚ

᯴ᇘᴵⳂЁᅮНⱘবᤶ䲚ড়⫼Ѣणଚ IPSec ᅝܼ㘨ⲳˈҹֱᡸ⬅ࡴᆚ᯴ᇘᴵⳂᇍᑨⱘ䆓

䯂߫㸼᠔ᣛᅮⱘ䙷ѯ᭄᥂⌕Ǆ೼णଚ䖛⿟ЁˈঠᮍᇍㄝԧᇏᡒϔϾ೼ঠᮍᇍㄝԧϞ䛑᳝

ⱘⳌৠবᤶ䲚ড়ǄᔧᡒࠄњϔϾ䖭ḋⱘবᤶ䲚ড়ᯊˈℸ䲚ড়ᇚ㹿䗝Ёˈᑊ԰Ўঠᮍᇍㄝ

ԧ IPSec ᅝܼ㘨ⲳⱘϔ䚼ߚ㹿䖤⫼ࠄফֱᡸⱘ䗮ֵϞǄ 

3.ᰃ䗮䖛᠟Ꮉᴹᓎゟᅝܼ㘨ⲳ ⬅̍Ѣ᠟Ꮉᓎゟⱘᅝܼ㘨ⲳϡणଚখ᭄ ಴̍ℸᖙ乏ϸッᇍㄝ

ԧᖙ乏ᣛᅮϔϾⳌৠⱘবᤶ䲚ড়Ǆ 

 

 

䜡㕂В՟ 
՟ �˖ϟ䴶ⱘ⼎՟ᅮНবᤶ䲚ড়ˈֱᡸᮍᓣЎ ESP-DES-MD5˄ᦤկࡴᆚ੠偠䆕᳡ࡵ˅˖

Ruijie(config)#  crypto ipsec transform-set myset esp- des 
esp-md5-hmac 

 

 ੑҸ ᦣ䗄 

Ⳍ݇ੑҸ show crypto ipsec 
transform-set 

ᶹⳟবᤶ䲚ড় 

 

ᑇৄ䇈ᯢ  ᮴Ǆ�

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 
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7.1.12 crypto isakmp enable 

㽕Փ⫼ IKE 䖯㸠 IPSec ᅝܼ㘨ⲳणଚˈᖙ乏ܜՓ㛑 IKEǄ㽕Փ㛑 IKEˈ䇋ᠻ㸠ܼሔ䜡㕂ੑҸ

crypto isakmp enableǄ䆹ੑҸⱘ no ᔶᓣ⽕ℶ IKEǄ 

crypto isakmp enable   

no crypto isakmp enable 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

                        -               - 

 

㔎ⳕ䜡㕂  IKE 㔎ⳕᚙމϟᰃᠧᓔⱘǄ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣǄ 

 

 
Փ⫼ᣛᇐ 

㔎ⳕᚙމϟˈIKE ᰃᠧᓔⱘˈᬙབᵰ㽕Փ⫼ IKE 䖯㸠 IPSec ᅝܼ㘨ⲳणଚˈ≵᳝ᖙ㽕Փ

⫼䆹ੑҸǄབᵰϡՓ⫼ IKE 䖯㸠 IPSec ᅝܼ㘨ⲳणଚˈৃҹՓ⫼䆹ੑҸⱘ no ᔶᓣ݇䯁

IKEǄ 

 

䜡㕂В՟ 
 ՟ 1˖ϟ䴶ⱘ⼎՟Փ㛑 IKE˖ 

Ruijie(config)# crypto isakmp enable 
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0 Ўᆚ䩹ᰒ⼎ᯢ᭛ 7 Ўᆚ䩹ᰒ⼎ᆚ᭛  0 | 7 ˖ 

乘݅ѿᆚ䩹ᄫヺІˈ᳔䭓ৃҹՓ⫼ 128 ϾᄫヺǄ  keystring 

䖰⿟ᇍㄝԧⱘЏᴎৡ  peer-hostname 

䖰⿟ᇍㄝԧⱘ IP ഄഔ  peer-address 

ᣛᅮⱘ IP ഄഔЎϔϾ㔥↉ⱘഄഔᯊⱘഄഔ᥽ⷕ  mask 

 

㔎ⳕ䜡㕂  ≵᳝ᣛᅮӏԩ乘݅ѿᆚⷕǄ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣǄ 

 

 

Փ⫼ᣛᇐ 

IKE ϔ㠀Փ⫼乘݅ѿणଚˈ㽕Փ IKE ៤ࡳᓎゟ IKE ᅝܼ㘨ⲳˈᖙ乏Փ⫼䆹ੑҸ೼䖯㸠䗮

䆃ⱘϸϾᇍㄝԧϞ䜡㕂Ⳍৠⱘ乘݅ѿᆚ䩹ǄབᵰᣛᅮⱘᇍㄝԧЎϔϾ㔥↉ˈ䞛⫼ mask
ᴹᷛ䆚ᅗⱘᄤ㔥᥽ⷕǄᔧ peer-address ੠ Mask 䛑Ў 0.0.0.0 ᯊᰃ䜡㕂咬䅸ⱘ乘݅ѿᆚ

䩹Ǆ 

 

 

䜡㕂В՟ 

՟ 1˖ϟ䴶ⱘ⼎՟ᣛᅮϢᇍㄝԧ 172.16.1.1 䖯㸠 IKE णଚⱘ乘݅ѿᆚ䩹Ў mysecret˖ 

Ruijie(config)# crypto isakmp key 0  mysecret address 172.16.1.1

 

 

 ੑҸ ᦣ䗄 

crypto isakmp enable  Փ㛑 IKEǄ 

encryption  {des | 3des | 
aes-128 | aes-192 | aes-256 | 
sm1} 

ᣛᅮࡴᆚㅫ⊩ 

hash {sha | md5} ᣛᅮ HASH ㅫ⊩ 
Ⳍ݇ੑҸ 

authentication {pre-share | 
rsa-sig} 

ᣛᅮ偠䆕ᮍ⊩ 

group {1 | 2} ᣛᅮ Diffie-Hellman 㒘ᷛ䆚 

lifetime  ᣛᅮ IKE ᅝܼ㘨ⲳⱘ⫳ੑ਼ᳳǄ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

7.1.14 crypto isakmp keepalive 

Ўњ䅽䆒໛㛑໳থ䗕⅏ᇍㄝԧẔ⌟⍜ᙃ㒭䖰⿟ᇍㄝԧˈ೼ܼሔ䜡㕂ሖ䜡㕂 crypto isakmp 

keepalive ੑҸǄ˄ᮻ⠜ᴀⱘ keepalive 䜡㕂খ㾕 8.2 ⠜ᴀੑҸখ㗗˅ 
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crypto isakmp keepalive secs 

crypto isakmp keepalive secs on-demand 

crypto isakmp keepalive secs periodic 

crypto isakmp keepalive secs retries 

crypto isakmp keepalive secs retries on-demand 

crypto isakmp keepalive secs retries periodic 

no crypto isakmp keepalive  

 খ᭄ ᦣ䗄 

䱻䘧ᄬ⌏ᯊ䯈ˈ㣗ೈᰃ 10 ࠄ⾦ 3600 ⾦  secs খ᭄䇈ᯢ 

䞡থ᡹᭛ⱘᯊ䯈䯈䱨ˈ㣗ೈ 2 ࠄ⾦ 60 ⾦  retries 

ǃ 

㔎ⳕ䜡㕂  ϡথ䗕⅏ᇍㄝԧẔ⌟⍜ᙃ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ 
 Փ⫼ crypto isakmp keepalive Փ䆒໛ᅮᯊথ䗕⅏ᇍㄝԧẔ⌟⍜ᙃ㒭䖰⿟ᇍㄝԧˈᴹথ

⦄ᰃ৺䖰⿟ᇍㄝԧ䖬⌏ⴔǄ 

 

䜡㕂В՟ 
 ՟ 1˖䜡㕂䱻䘧䯆㕂ᯊ䯈Ў 60 ⾦ˈ䞡থᯊ䯈䯈䱨Ў 5 ⾦ˈon-demand ᮍᓣ˖ 

crypto isakmp  keepalive   60 5 on-demand  

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

                        -                - 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

                      -             - 

7.1.15 crypto isakmp mode-detect 

⫼Ѣᴀഄᅝܼ㔥݇⫼Џ῵ᓣ᮴⊩ᅠ៤ᇍッথ䍋ⱘ IKE णଚᯊˈ㞾ࡼ䞛⫼⿃ᵕ῵ᓣ䖯㸠णଚǄ 

crypto isakmp mode-detect 

no crypto isakmp mode-detect 
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 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  ≵᳝䜡㕂ⱘᚙމϟˈা䞛⫼Џ῵ᓣ䖯㸠णଚ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣǄ 

 

 
Փ⫼ᣛᇐ 

Ⳃ᳝ࠡخᅝܼѻકⱘॖଚᕜ໮ˈ৘Ͼଚᆊ೼ᅲ⦄Ϟᑊϡᰃ㒳ϔⱘˈԚᰃ IKE ⱘणଚЁⱘ

㄀ϔ䰊↉Ꮉ԰῵ᓣা᳝ϸ⾡ˈ᠔ҹЎњ⹂ֱݐᆍᗻˈ䞛⫼ҹϞੑҸ䩜ᇍ᮴⊩ᅠ៤ᇍᮍথ

䍋 IKE णଚ䖭⾡ᚙމˈ㞾ࡼ䞛⫼⿃ᵕ῵ᓣᅠ៤णଚǄ 

 

䜡㕂В՟ 
 ՟ 1˖ϟ䴶ⱘ⼎՟ᅠ៤ᇍ䞛⫼⿃ᵕ῵ᓣথ䍋ⱘणଚ䖯㸠㞾ࡼ䆚߿˖ 

Ruijie(config)# crypto isakmp mode-detect 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

                         -              - 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

7.1.16 crypto isakmp nat disable 

݇䯁 nat- traversal  ϟᓔਃǄމ㛑ˈ咬䅸ᚙࡳ

crypto isakmp nat disable 

no crypto isakmp nat disable 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  咬䅸ᚙމᓔਃ nat-traversal 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ 
 ᶤѯॖଚᅲ⦄ण䆂ˈnat-traversal ϟৃҹ݇䯁މᆍ䯂乬ˈ⡍⅞ᚙݐ㛑ᬃᣕᄬ೼ࡳ

nat-traversal  㛑ˈᅲ⦄Ѧ䗮Ǆࡳ
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䜡㕂В՟ 
 ՟ 1˖ϟ䴶ⱘ⼎՟݇䯁 nat-traversal  ˖㛑ࡳ

Ruijie(config)#  crypto isakmp nat disable 
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                      -             - 

7.1.18 crypto isakmp next-payload disable 

䜡㕂 next-payload Ẕᶹ䗝乍ˈ咬䅸ᚙމϟᓔਃ 

crypto isakmp next-payload disable 

no crypto isakmp next-payload disable 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  咬䅸ᚙމϟˈߎ⦄᮴⊩䆚߿ⱘ doi ֵᙃӮ䅸Ўणଚ᮴⊩㒻㓁ˈ䖨ಲ༅䋹Ǆ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ 
 ݇䯁 next-payload Ẕᶹৢˈᗑ⬹᮴⊩䆚߿ⱘ doi ᄫ↉ˈणଚ㒻㓁໘⧚ǄԚᰃߎ⦄ֱ⬭ᄫ

↉ϡЎ 0ˈ៪㗙ᄫ↉䭓ᑺϡऍ䜡ⱘᚙމˈҡ✊Ӯ䖨ಲ༅䋹Ǆ 

 

䜡㕂В՟ 
 ՟ 1˖ϟ䴶ⱘ⼎՟݇䯁 next-payload Ẕᶹ˖ 

Ruijie(config)#  crypto isakmp next-payload disable 
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 bind ҙ 3G ⦃๗⫳ᬜˈ3G व䜡㕂໮ peer ᢼোˈ੠ ipsec
ᢼোᇍッഄഔ㒥ᅮˈᣝ✻䜡㕂乎ᑣˈ㄀ϔ㒘ᢼো䜡㕂

ᇍᑨ㄀ϔϾ peer 䜡㕂 

 random 䱣ᴎ䗝ᢽ佪⃵ᇱ䆩णଚⱘ peer  

 

㔎ⳕ䜡㕂  㔎ⳕᚙމϟˈᣝ✻䜡㕂乎ᑣˈҢ㄀ϔϾ peer ᓔྟᇱ䆩Ǆ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣǄ 

 

 

Փ⫼ᣛᇐ 

੠ 3G 䫒䏃ϔ䍋Փ⫼ⱘᯊ3ˈ׭G ᢼো䜡㕂໮㒘ᢼোഄഔˈ੠ ipsec map Ё peer 䜡㕂ϔ

ϔᇍᑨˈৃҹᠧᓔ peer 㒥ᅮࡳ㛑ˈࡴᖿᢼো䗳ᑺǄ 

৺߭䳔㽕䞡䆩໮⃵ᠡ㛑ᡒࠄᔧࠡᇍᑨⱘ peerˈ㄀ϔ⃵ᓎゟ䱻䘧ⱘᯊ䯈Ӯ↨䕗䭓Ǆ 

 

䜡㕂В՟ 
 ᓔਃ䱣ᴎ䗝ᢽ䱻䘧䖲᥹ഄഔ 

Ruijie(config)#  crypto isakmp peer random  

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 
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Փ⫼ᣛᇐ 

Փ⫼䆹ੑҸᣛᅮ೼ IKE णଚ䖯㸠 IKE ᅝܼ㘨ⲳⱘখ᭄Ǆᠻ㸠䆹ੑҸ䖯ܹ IKE ㄪ⬹䜡㕂῵

ᓣǄ೼ IKE ㄪ⬹䜡㕂῵ᓣЁˈৃҹᇍҹϟখ᭄䖯㸠䆒㕂˖ 

encryption(IKE policy) ˖㔎ⳕؐ=56 ↨⡍ DES-CBC  

hash(IKE policy) ˖㔎ⳕؐ=SHA-1  

authentication(IKE policy) ˖㔎ⳕؐ=RSA ㅒৡ 

group(IKE policy) ˖㔎ⳕؐ=768 ↨⡍ 

Diffie-Hellmanl lifetime(IKE policy) ˖㔎ⳕؐ=86400 ⾦˄1 ໽˅ 

བᵰᶤϾখ᭄ؐ≵᳝ᣛᅮˈ߭ᇚՓ⫼䆹খ᭄ⱘ㔎ⳕؐǄ೼䆒໛Ϟৃҹ䜡㕂໮Ͼ IKE ㄪ⬹Ǆ

೼ IKE णଚᓔྟᯊˈᅗᇚ䆩೒ᡒࠄ೼ϸッ䜡㕂ⱘ݀݅ㄪ⬹ˈҢ䖰⿟ᇍㄝԧϞ᠔ᣛᅮⱘ᳔

催Ӭܜ㑻ⱘㄪ⬹ᓔྟǄ 

 

 

䜡㕂В՟ 

՟ 1˖ϟ䴶ⱘ⼎՟ᰃ䜡㕂ϔϾӬܜ㑻Ў 100 ⱘ IKE ㄪ⬹˖ 

Ruijie(config)#  crypto isakmp policy  100 

Ruijie(isakmp-policy)# authentication pre-share  

Ruijie(isakmp-policy)# encryption des 

Ruijie(isakmp-policy)# group  2 

Ruijie(isakmp-policy)# hash  sha 

Ruijie(isakmp-policy)# ^Z 

Ruijie# show crypto isakmp policy 

Protection suite of priority 100 

encryption algorithm:   DES - Data Encryption Standard (56 bit keys).

hash algorithm:         Secure Hash Standard 

authentication method:  Pre-Shared Key 

Diffie-Hellman group:   #2 (1024 bit) 

lifetime:               3600 seconds 

encryption algorithm:   DES - Data Encryption Standard (56 bit keys).

hash algorithm:         Secure Hash Standard 
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ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

7.1.21 crypto isakmp rg-sm1 

䆹ੑҸ⫼Ѣ䜡㕂 SM1 ㅫ⊩ⱘ䫤᥋ IKE णଚᮍᓣǄ 

crypto isakmp rg-sm1 

no crypto isakmp rg-sm1 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  咬䅸ᚙމϟˈϡਃ⫼䫤᥋ IKE णଚᮍᓣˈḍ᥂ IKE ㄪ⬹ࡴᆚㅫ⊩䖯㸠 SM1 ㅫ⊩䗝ᢽǄ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ  ੠䫤᥋ᶤѯ䏃⬅఼Փ⫼ SM1 णଚࡴ⦃ߎǃ㾷ᆚ䫭䇃ˈৃҹՓ⫼ℸੑҸǄ 

 

䜡㕂В՟ 
 ՟ 1˖ϟ䴶ⱘ⼎՟䫤᥋ IKE णଚᮍᓣ˖ 

Ruijie(config)#  crypto isakmp rg-sm1 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

                         -              - 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

7.1.22 crypto isakmp vendorid disable 

݇䯁 IKE णଚ䖛⿟Ёⱘ䫤᥋ॖଚֵᙃǄ 

crypto isakmp vendorid disable 

no crypto isakmp vendorid disable 
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 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  咬䅸ᚙމϟˈIKE णଚ䖛⿟Ёᏺ᳝䫤᥋ॖଚֵᙃǄ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ 
 ೼ IKE णଚ䖛⿟Ёˈᶤѯॖଚߎ⦄ϡ㛑䆚߿⾕᳝ VIDˈ䗴៤णଚϡ䗮䖛ˈৃҹՓ⫼ℸੑ

Ҹ݇䯁䫤᥋ॖଚ VID ֵᙃⱘথ䗕Ǆ 

 

䜡㕂В՟ 
 ՟ 1˖ϟ䴶ⱘ⼎՟݇䯁 vendorid˖ 

Ruijie(config)#  crypto isakmp vendorid disable 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

                         -              - 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

7.1.23 crypto map (global IPSec) 

㽕߯ᓎ៪ׂᬍϔϾࡴᆚ᯴ᇘ 䇋̍ᠻ㸠ܼሔੑҸ crypto mapǄ䆹ੑҸⱘ no ᔶᓣপ⍜ϔϾࡴᆚ

᯴ᇘ៪ᴵⳂǄ 

crypto map map-name seq-num ipsec-manual  

crypto map map-name seq-num ipsec-isakmp [dynamic  

dynamic-map-name] 

no crypto map
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㔎ⳕ䜡㕂  ϡᄬ೼ࡴᆚ᯴ᇘ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣˈՓ⫼䆹ੑҸᇚ䖯ܹࡴᆚ᯴ᇘ䜡㕂῵ᓣǄ 

 

 

Փ⫼ᣛᇐ 

㽕Փ⫼ IPSec ᇍ᭄᥂䖯㸠ࡴᆚֱᡸˈ佪ܜᖙ乏ᅮНϔϾࡴᆚ᯴ᇘˈ✊ৢᇚࡴᆚ᯴ᇘᑨ⫼

Ѣ݋ԧⱘ᥹ষǄ೼ࡴᆚ᯴ᇘЁᅮНࡴᆚ䗮ֵⱘখ᭄ˈЏ㽕ࣙᣀҹϟখ᭄˖ 

1.䗮ֵᑨ䆹ফࠄ IPSec ֱᡸ˖݇㘨Ꮖ䜡㕂དⱘࡴᆚ䆓䯂߫㸼Ǆ 

2.ফ IPSec ֱᡸⱘ䗮ֵᇚ㹿থ䗕ࠄા䞠এ˖䇕ᰃ䖰ッ IPSec ᇍㄝԧǄ 

3.⫼Ѣ IPSec 䗮ֵⱘᴀഄഄഔ ᇚ̟ࡴᆚ᯴ᇘ䲚ড়ᑨ⫼ࠄ᥹ষϞ I̍PSec Փ⫼䗮ֵ᥹ষⱘഄ

ഔ԰ЎᴀഄᇍㄝԧⱘഄഔǄ 

4.ᇍ䖭ѯ䗮ֵᑨ䆹ᑨ⫼ાѯ IPSec ᅝܼㄪ⬹˖ҢϔϾ៪໮Ͼবᤶ䲚㒘៤ⱘ߫㸼Ё䗝ᢽǄ 

5.ᅝܼ㘨ⲳⱘ⫳ੑᳳǄ 

6.ᅝܼ㘨ⲳᰃ㹿᠟Ꮉᓎゟ䖬ᰃ䗮䖛 IKE ᓎゟǄ 

ᆚ᯴ᇘ䲚ড়Ǆᇚࡴᆚ᯴ᇘᴵⳂ㒘៤ϔϾࡴᆚ᯴ᇘৡ˄Ԛ᯴ᇘᑣ߫োϡৠ˅ⱘࡴⳌৠ᳝݋

᥹ষϞˈ䖭ḋ᠔᳝䗮䖛䖭Ͼ᥹ষⱘࠄ⫼ᆚ᯴ᇘ䲚ড়ᑨࡴ IP 䗮ֵ䛑ᇚ㹿ᑨ⫼೼᥹ষϞⱘࡴ

ᆚ᯴ᇘ䲚ড়䖯㸠߸ᮁǄབᵰϔϾࡴᆚ᯴ᇘᴵⳂথ⦄њᑨ䆹ফֱࠄᡸⱘߎキ IP 䗮ֵˈᑊϨ

⫼ᆚ᯴ᇘᣛᅮњՓࡴ IKE ᇚ̍ḍ᥂䆹ࡴᆚ᯴ᇘᴵⳂЁ᠔ࣙ৿ⱘখ᭄Ϣ䖰ッᇍㄝԧ䖯㸠ᅝܼ

㘨ⲳणଚ˗བᵰࡴᆚ᯴ᇘᴵⳂᣛᅮњՓ⫼᠟Ꮉᓎゟⱘᅝܼ㘨ⲳˈ䙷МϔϾᅝܼ㘨ⲳ೼䖯

㸠䜡㕂ᯊህᖙ乏Ꮖ㒣㹿ᓎゟདњǄ᮴䆎᠟Ꮉᓎゟ䖬ᰃ IKE णଚˈা㽕ᅝܼ㘨ⲳ៤ࡳᓎゟˈ

᭄᥂ᇚ㹿ࡴᆚӴ䕧ˈབᵰᅝܼ㘨ⲳणଚ༅䋹ˈ᭄᥂ᇚ㹿϶ᓗǄ 

೼ࡴᆚ᯴ᇘᴵⳂЁᦣ䗄ⱘㄪ⬹ᇚ೼ᅝܼ㘨ⲳⱘणଚ䖛⿟Ё㹿Փ⫼ˈЎњՓϸϾ IPSec ᇍ

ㄝԧП䯈ⱘ IPSec 㛑໳乎߽䖯㸠ˈϸϾᇍㄝԧⱘࡴᆚ᯴ᇘᴵⳂᖙ乏ࣙ৿ѦⳌݐᆍⱘ䜡㕂

䇁হǄᔧϸϾᇍㄝԧ䆩೒ᓎゟᅝܼ㘨ⲳᯊˈঠᮍ䛑ᖙ乏㟇ᇥ᳝ϔᴵࡴᆚ᯴ᇘᴵⳂ੠ᇍᮍ
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abcdef1234567890  

Ruijie(config-crypto-map)# set sesession-key 

outbound esp  300 cipher  abcdef1234567890 

Ruijie(config-crypto-map)# set transform-set myset  

Ruijie(config-crypto-map)# match address  101 

IKE णଚᅝܼ㘨ⲳ 

Ruijie(config)# crypto map mymap  4 ipsec-isakmp  

Ruijie(config-crypto-map)# set peer  2.2.2.2 

Ruijie(config-crypto-map)# set transform-set myset  

Ruijie(config-crypto-map)# match address  101 

 

 ੑҸ ᦣ䗄 

crypto map(interface  
ᇚࡴᆚ᯴ᇘᑨ⫼Ѣ᥹ষ 

IPSec) 

match address   Ўࡴᆚ᯴ᇘ߫㸼ᣛᅮϔϾ䆓䯂߫㸼Ǆ 

Set peer   ᣛᅮ䖰⿟ᇍㄝԧ 

Ⳍ݇ੑҸ 

Set transform-set   ᣛᅮবᤶ䲚ড় 

show crypto map ᶹⳟࡴᆚ᯴ᇘֵᙃ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

7.1.24 crypto map (interface IPSec) 

㽕ᇚ乘ܜᅮНདⱘࡴᆚ᯴ᇘ䲚ড়䖤⫼ࠄ᥹ষϞˈৃҹՓ⫼ crypto map ᥹ষ䜡㕂ੑҸǄ䆹ੑ

Ҹⱘ no ᔶᓣҢϔϾ᥹ষϞপ⍜ࡴᆚ᯴ᇘ䲚ড়݇㘨Ǆ 

crypto map map-name     

no crypto map [map-name] 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 map-name ࡴᆚ᯴ᇘৡ⿄ 

 

㔎ⳕ䜡㕂  ≵᳝ӏԩࡴᆚ᯴ᇘᑨ⫼ࠄ᥹ষϞ 

 

ੑҸ῵ᓣ  ᥹ষ䜡㕂῵ᓣǄ 
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Փ⫼ᣛᇐ 

Փ⫼ℸੑҸᇚࡴᆚ᯴ᇘ䲚ড়ᑨ⫼Ѣ᥹ষǄ㽕೼᥹ষϞᦤկᇍ᭄᥂䖯㸠 IPSec ˈᆚֱᡸࡴ

ᖙ乏ᇚϔϾࡴᆚ᯴ᇘ䲚ড়ᑨ⫼Ѣℸ᥹ষǄᇍѢϔϾ᥹ষˈা㛑݇㘨ϔϾࡴᆚ᯴ᇘ䲚ড়Ǆ

བᵰ໮Ͼࡴᆚ᯴ᇘᴵⳂ᳝݋Ⳍৠⱘ map-name ੠ϡৠⱘ seq-numˈ䙷МᅗӀԡѢৠϔ䲚

ড়ˈᑊ㹿ᑨ⫼Ѣৠϔ᥹ষϞˈ䙷М Seq-num 䍞ᇣⱘࡴᆚ᯴ᇘᴵⳂӬܜ㑻䍞催ˈᑊϨܜ䖯

㸠߸ᮁǄ 

ϔϾࡴᆚ᯴ᇘ䲚া㛑䜡㕂೼ϔϾ᥹ষϞ 

 

 

䜡㕂В՟ 

՟ 1˖ϟ䴶ⱘ⼎՟ᇚৡ⿄Ў mymap ⱘࡴᆚ᯴ᇘᑨ⫼Ѣ᥹ষ s0 Ϟ˖ 

Ruijie(config)# interface  serial   0 

Ruijie(config-if)# crypto map mymap 

 

 ੑҸ ᦣ䗄 

crypto map(global IPSec) ᅮНࡴᆚ᯴ᇘᴵⳂ Ⳍ݇ੑҸ 

show crypto map ᶹⳟࡴᆚ᯴ᇘֵᙃ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

                         -                - 

7.1.25 crypto map local-address 

㽕ᣛᅮ IPSec ⱘ೎ᅮᴀഄഄഔˈ䇋ᠻ㸠ܼሔ䜡㕂ੑҸ crypto map local-addressǄ䆹ੑҸ

ⱘ no ᔶᓣপ⍜ᇍ IPSec ᴀഄഄഔⱘᣛᅮǄ 

crypto map map-name local-address interface-type interface-number 

no crypto map map-name local-address 

 খ᭄ ᦣ䗄 

 map-name IPSec  ⿄ᆚ᯴ᇘৡࡴ

 



䜡㕂㔥㒰ᅝܼण䆂˄IPSec˅ੑҸ 
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 㛑Ǆࡳ

 

 

䜡㕂В՟ 

՟ 1˖ϟ䴶ⱘ⼎՟ᠧᓔ ipsec mib  ˖㛑ࡳ

crypto mib enable  

՟ 2˖ϟ䴶ⱘ⼎՟݇䯁 ipsec mib  ˖㛑ࡳ

no crypto mib enable  
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7.1.28 debug crypto engine  

ᰒ⼎݇Ѣ IPSec ໘⧚᳝݇ⱘ debug ⍜ᙃǄ 

debug crypto engine 

no debug crypto engine 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

   

 

㔎ⳕ䜡㕂  ᮴Ǆ 

 

ੑҸ῵ᓣ  ⡍ᴗ῵ᓣǄ 

 

Փ⫼ᣛᇐ  ᮴Ǆ 

 

䜡㕂В՟  ᮴Ǆ 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

  

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

7.1.29 debug crypto ipsec  

ᰒ⼎݇Ѣ IPSec ໘⧚᳝݇ⱘ debug ⍜ᙃǄ 

debug crypto ipsec 

no debug crypto ipsec 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

                       =               - 
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Փ⫼ᣛᇐ  ᮴Ǆ 

 

䜡㕂В՟  ᮴Ǆ 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

  

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

7.1.30 debug crypto isakmp 

ᰒ⼎݇Ѣ IKE џӊⱘ debug ⍜ᙃǄ 

debug crypto isakmp 

no debug crypto isakmp 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

                       -                - 

 

㔎ⳕ䜡㕂  ᮴Ǆ 

 

ੑҸ῵ᓣ  ⡍ᴗ῵ᓣ 

 

Փ⫼ᣛᇐ  ᮴Ǆ 

 

䜡㕂В՟  ᮴Ǆ 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

  

 

ᑇৄ䇈ᯢ  ᮴ 

 

ੑҸग़৆  ⠜ᴀো 䇈ᯢ 
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 - - 

7.1.31 encryption (IKE policy) 

㽕ᣛᅮ IKE ㄪ⬹ⱘࡴᆚㅫ⊩ˈ䇋ᠻ㸠 IKE ㄪ⬹䜡㕂ੑҸ encryption Ǆ䆹ੑҸⱘ no ᔶᓣᘶ

໡㔎ⳕؐǄ 

encryption {des|3des|aes-128|aes-192|aes-256|sm1}    

no encryption 

 খ᭄ ᦣ䗄 

 des  ᣛᅮ �� ↨⡍ⱘ '(6�&%& ԰Ўࡴᆚㅫ⊩Ǆ�

 3des ᣛᅮ ��� ↨⡍ⱘ �'(6�&%& ԰Ўࡴᆚㅫ⊩Ǆ�

 aes-128 ᣛᅮᆚ䩹䭓ᑺЎ ��� ↨⡍ⱘ $(6 ԰Ўࡴᆚㅫ⊩Ǆ�খ᭄䇈ᯢ 

 aes-192 ᣛᅮᆚ䩹䭓ᑺЎ ��� ↨⡍ⱘ $(6 ԰Ўࡴᆚㅫ⊩Ǆ�

 aes-256 ᣛᅮᆚ䩹䭓ᑺЎ 256 ↨⡍ⱘ AES ԰Ўࡴᆚㅫ⊩Ǆ 

 sm1 ᣛᅮᆚ䩹䭓ᑺЎ ��� ↨⡍ⱘ 60� ԰Ўࡴᆚㅫ⊩Ǆ�

 

㔎ⳕ䜡㕂  56 ↨⡍ⱘ DES-CBC  ᆚㅫ⊩Ǆࡴ

 

ੑҸ῵ᓣ  IKE ㄪ⬹䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ 
 䆹ੑҸᣛᅮⱘ᭄᥂ࡴᆚㅫ⊩ᰃ⫼Ѣ䖯㸠 IKE ᅝܼ㘨ⲳ᭄᥂ࡴᆚⱘˈϡৠѢ IPSec ᅝܼ㘨

ⲳⱘࡴᆚㅫ⊩Ǆ 

 

 

䜡㕂В՟ 

՟ 1˖ϟ䴶ⱘ⼎՟ᣛᅮ IKE ㄪ⬹ⱘࡴᆚㅫ⊩Ў DES˖ 

Ruijie(config)# crypto  isakmp policy  10 

Ruijie(isakmp-policy)# encryption des  

 

 ੑҸ ᦣ䗄 

crypto isakmp enable  Փ㛑 IKEǄ 

hash {sha | md5} ᣛᅮ HASH ㅫ⊩ 

authentication {pre-share | 

rsa-sig} 
ᣛᅮ偠䆕ᮍ⊩ 

Ⳍ݇ੑҸ 

group {1 | 2} ᣛᅮ Diffie-Hellman 㒘ᷛ䆚 

lifetime  ᣛᅮ IKE ᅝܼ㘨ⲳⱘ⫳ੑ਼ᳳǄ 

 

ᑇৄ䇈ᯢ  ᮴ 
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 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

7.1.32 group (IKE policy) 

㽕ᣛᅮ IKE ㄪ⬹Ёⱘ Diffie-Hellman 㒘ᷛ䆚 䇋̍Փ⫼ IKE ㄪ⬹䜡㕂ੑҸ
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 - - 

7.1.33 hash (IKE policy) 

㽕ᣛᅮ IKE ㄪ⬹Ёⱘ HASH ㅫ⊩ˈ䇋Փ⫼ IKE ㄪ⬹䜡㕂ੑҸ hashǄ䆹ੑҸⱘ no ᔶᓣᘶ໡

hash ㅫ⊩Ў㔎ⳕؐǄ 

hash {sha | md5}     

no hash 

 খ᭄ ᦣ䗄 

 sha  ᜼ण䆂˄
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7.1.34 lifetime (IKE policy) 

㽕ᣛᅮ IKE ᅝܼ㘨ⲳⱘ⫳ੑ਼ᳳˈ䇋ᠻ㸠 IKE ㄪ⬹ੑҸ lifetimeǄ䆹ੑҸⱘ no ᔶᓣᘶ໡⫳

ੑ਼ᳳЎ㔎ⳕؐǄ 

lifetime seconds     

no lifetime 

 খ᭄ ᧵  

খ᭄䇈ᯢ  seconds  IKE ⫳ੑ਼ᳳؐ˄⾦˅ǄՓ⫼ 60 ࠄ 86400 ⾦П䯈ⱘ

ᭈ᭄Ǆ 

 

㔎ⳕ䜡㕂  86400 ⾦˄1 ໽˅ 

 

ੑҸ῵ᓣ  IKE ㄪ⬹䜡㕂῵ᓣǄ 

 

 

Փ⫼ᣛᇐ 

Փ⫼䆹ੑҸᣛᅮ IKE ᅝܼ㘨ⲳⱘ⫳ੑ਼ᳳǄᔧ IKE ᓔྟणଚᯊˈᅗ᠔خⱘ㄀ϔӊџᚙᰃ
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 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

7.1.35 match address (IPSec) 

㽕ᣛᅮࡴᆚ᯴ᇘᴵⳂⱘ䆓䯂߫㸼ˈ䇋ᠻ㸠ࡴᆚ᯴ᇘ䜡㕂ੑҸ match addressǄ䆹ੑҸⱘ no

ᔶᓣߴ䰸ࡴᆚ᯴ᇘᴵⳂЁⱘ䆓䯂߫㸼Ǆ 

match address access-list-number 

no match address 

 খ᭄ ᦣ䗄 

খ᭄䇈ᯢ  access-list-number 䆓䯂߫㸼㓪ো˄ 100-199 2̍000-2699 2̍900-3899˅̍

⫼ᆚ᯴ᇘাՓࡴ IP ᠽሩ䆓䯂߫㸼Ǆ 

 

㔎ⳕ䜡㕂  ࡴᆚ᯴ᇘᴵⳂ≵᳝ᣛᅮⱘ䆓䯂߫㸼Ǆ 

 

ੑҸ῵ᓣ  ࡴᆚ᯴ᇘ䜡㕂῵ᓣǄ 

 

 

Փ⫼ᣛᇐ 

䆹ੑҸᣛᅮࡴᆚ᯴ᇘᴵⳂⱘ䆓䯂߫㸼Ǆࡴᆚ᯴ᇘᴵⳂՓ⫼䆓䯂߫㸼ᴹ߸ᮁ䙷ѯ᭄᥂ᑨ䆹

ফࠄ IPSec ֱᡸǄ 

䆹ੑҸᣛᅮⱘ䆓䯂߫㸼᮶⫼Ѣߎキ䗮ֵг⫼Ѣ䖯キ䗮ֵǄ೼ߎキⱘᚙމϟˈẔ⌟ࠄऍ䜡

ⱘ᭄᥂ˈབᵰᏆ㒣᳝ᅝܼ㘨ⲳˈ߭ᇍ᭄᥂䖯㸠ࡴᆚ䕀থˈབᵰ≵᳝ᓎゟᅝܼ㘨ⲳˈᇚ㾺

থᅝܼ㘨ⲳणଚ˄IKE˅Ǆ೼䖯キⱘᚙމϟˈẔ⌟ࠄऍ䜡ⱘ᭄᥂ˈབᵰᰃᏆ㒣ࡴᆚⱘ᭄᥂ˈ

䙷М䖯㸠㾷ᆚˈབᵰᰃ≵᳝ࡴᆚⱘ᭄᥂ˈⳈ᥹϶ᓗǄ 

 

 

䜡㕂В՟ 

՟ 1˖ϟ䴶ⱘ⼎՟೼ৡ⿄Ў mymap ⱘࡴᆚ᯴ᇘϞ݇㘨䆓䯂߫㸼 101˖ 

Ruijie(config)# crypto map mymap  4 ipsec-isakmp 

Ruijie(config-crypto-map)# match address  101 

 

 ੑҸ ᦣ䗄 

crypto map(global IPSec) ᅮНࡴᆚ᯴ᇘᴵⳂ 

show crypto map ᶹⳟࡴᆚ᯴ᇘֵᙃ 
Ⳍ݇ੑҸ 

crypto map(interface IPSec) ೼᥹ষϞ݇㘨ࡴᆚ᯴ᇘ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

                       -              -  
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7.1.36 match any (IPSec-Profile) 

㽕ᣛᅮ IKE णଚⱘ ACL Ў permit any ᯊˈ䳔㽕䜡㕂䆹ੑҸ˖ 

match any 

no match any 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 ᮴ ᮴ 

 

㔎ⳕ䜡㕂  ࡴᆚ᯴ᇘᴵⳂ≵᳝ᣛᅮणଚ permit any ⱘ ACLǄ 

 

ੑҸ῵ᓣ  ࡴᆚ᯴ᇘ䜡㕂῵ᓣǄ 

 

 

Փ⫼ᣛᇐ 

೼णଚ IPV6ǃIPSEC-IPV4ǃIPSEC-IPV6 䱻䘧ᯊ 䳔̍㽕䜡㕂䆹ੑҸˈM থ䍋੠᥹ফ permit 
any ⱘ ACLǄ 

 

�a  ⊼ᛣ˖䜡㕂њ match any ⱘ Profile map া㛑⫼೼ IPIPǃIPV6
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                       -              -  

 

7.1.37 mode (IPSec) 

㽕ᬍবࡴᆚবᤶ䲚ড়ⱘ῵ᓣˈ䇋ᠻ㸠ࡴᆚবᤶ䜡㕂ੑҸ modeǄ䆹ੑҸⱘ no ᔶᓣᘶ໡咬䅸

῵ᓣǄ 

mode {tunnel | transport} 

no mode 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 
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reverse-route [remote-peer ip-address] [distance] [tag tagvalue] [track trackvalue] 

no reverse-route [remote-peer ip-address] [distance] [tag tagvalue] [track trackvalue] 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 ip-address ᣛᅮϟϔ䏇ഄഔˈৃ䗝 

 distance ϟϔ䏇䎱⾏  

 tagvalue 䏃⬅ tag ᷛ⼎  

 trackvalue 䏃⬅ track ᷛ⼎  

 

㔎ⳕ䜡㕂  㔎ⳕϡਃ⫼Ǆ 

 

ੑҸ῵ᓣ  ࡴᆚ᯴ᇘ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ 
⫼ⱘ䏃⬅ৃҹՓࡴ⏏  show ip route ⳟࠄ 

䗮䖛 debug crypto ipsec ੑҸৃҹⳟߴࡴ⏏ࠄ䰸䖛⿟ 

 

 

䜡㕂В՟ 

՟ 1˖ϟ䴶ⱘ⼎՟ᣛᅮࡴᆚ᯴ᇘᴵⳂⱘবᤶ䲚ড়Ў myset˖ 

Ruijie(config)# crypto  map mymap 5 ipsec-isakmp 

Ruijie(config-crypto-map)# reverse-route  

 

 ੑҸ ᦣ䗄 

crypto map(global IPSec) ᅮНࡴᆚ᯴ᇘᴵⳂ Ⳍ݇ੑҸ 

debug crypto ipsec ipsec sa 䇗䆩ֵᙃ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

7.1.39 self-identity 

⫼Ѣᣛᅮᴀഄ䑿ӑ䞛⫼ⱘᔶᓣ˖ 

self-identity trustpoint|  fqdn fqdn |  user-fqdn} 

no self-identity  

 খ᭄  খ᭄䇈ᯢ 

 address IP ഄഔ 
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 trustpoint ᴀഄՓ⫼咬䅸䆕к䫒 

 fqdn ᴀഄ䆒㕂ⱘඳৡ 

 user-fqdn ᴀഄ䆒㕂ⱘ⫼᠋੠ඳৡ 

 

㔎ⳕ䜡㕂  address  ˖ᴀഄ IP ഄഔ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ 
 Џ㽕⫼Ѣᅠ៤⿃ᵕ῵ᓣথ䍋णଚЁ䑿ӑᷛ䆚ⱘ䆒ᅮˈৃҹ䗮䖛ඳৡᣛᅮᴀഄ䑿ӑˈгৃ

ҹ䗮䖛ഄഔᣛᅮᴀഄ䑿ӑǄ 

 

 

䜡㕂В՟ 

՟ 1˖ҹϟ⼎՟ᅠ៤䑿ӑ䆒ᅮ˖ 

Ruijie(config)# self-identity fqdn  www.vpdn.com 

Ruijie(config)# self-identity user-fqdn 

zj@www.vpdn.com 

Ruijie(config)# self-identity address  

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

                      -             - 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 

                       -           - ੑҸग़৆ 

 - - 

7.1.40 set  autoup 

䆒㕂䱻䘧㞾ࡼ䖲᥹Ǆϔ㠀ᚙމϟ ipsec 䱻䘧ᰃ⬅᡹᭛㾺থˈ䜡㕂䆹ੑҸৢ䱻䘧⬅ ipsec ῵ഫ

 ϟϡਃ⫼Ǆމ䚼㞾㸠㾺থǄ咬䅸ᚙݙ

set autoup 

no set autoup 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

   

 

㔎ⳕ䜡㕂  ϡਃ⫼ 
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ੑҸ῵ᓣ  ࡴᆚ᯴ᇘ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ  ৃҹ䙓ܡ಴Ўणଚ䱻䘧䗴៤ⱘ϶ࣙǄᇍ᭄᥂Ӵ䕧ᬣᛳˈ䳔㽕䱻䘧䱣ᯊ up ⱘഎ᱃ϟՓ⫼ 

 

 

䜡㕂В՟ 

՟ 1˖ҹϟ⼎՟⫼Ѣᅠ៤Ꮉ԰῵ᓣⱘ䆒㕂(⿃ᵕ῵ᓣ)˖ 

Ruijie(config)# crypto map mymap 10  ipsec-isakmp 

Ruijie(config-crypto-map)# set autoup 

 

 ੑҸ ᦣ䗄 

crypto map(interface IPSec) ᇚࡴᆚ᯴ᇘᑨ⫼Ѣ᥹ষ 

match address   Ўࡴᆚ᯴ᇘ߫㸼ᣛᅮϔϾ䆓䯂߫㸼Ǆ 

Set peer   ᣛᅮ䖰⿟ᇍㄝԧ 
Ⳍ݇ੑҸ 

Set transform-set   ᣛᅮবᤶ䲚ড় 

show crypto map ᶹⳟࡴᆚ᯴ᇘֵᙃ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

7.1.41 set  exchange-mode 

⫼Ѣ䆒㕂ᇍㄝԧ䯈 IKE णଚЁ㄀ϔ䰊↉䞛⫼ⱘᎹ԰῵ᓣǄ 

set exchange-mode {main | aggressive} 

no set exchange-mode  

 খ᭄ ᦣ䗄 

 main Џ῵ᓣ খ᭄䇈ᯢ 

 aggressive ⿃ᵕ῵ᓣ 

 

㔎ⳕ䜡㕂  Џ῵ᓣ 

 

ੑҸ῵ᓣ  ࡴᆚ᯴ᇘ䜡㕂῵ᓣ 

 

Փ⫼ᣛᇐ 
 IKE णଚⱘ䖛⿟ЁߚЎϸϾ䰊↉˖ 

㄀ϔϾ䰊↉üüᅲ⦄೼ϸϾ ISAKMP ᅲԧП䯈ᓎゟᅝܼⱘǃ㒣䖛偠䆕ⱘ䗮䘧ᴹ䖯㸠䗮ֵˈ

http://www.ruijie.com.cn 
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䜡㕂㔥㒰ᅝܼण䆂˄IPSec˅ੑҸ 

Փ⫼ᣛᇐ 
 ⫼Ѣ䆒㕂ᴀ↉णଚՓ⫼ⱘ ip ഄഔˈ≵᳝䜡㕂ⱘᚙމϟՓ⫼᥹ষЏഄഔणଚǄ䜡㕂ৢՓ⫼

ᣛᅮഄഔ 

 

 

䜡㕂В՟ 

՟ 1˖ϟ䴶ⱘ⼎՟Ўࡴᆚ᯴ᇘ mymap ᣛᅮϔϾ䖰⿟ᇍㄝԧ˄2.2.2.2˅˖ 

Ruijie(config)# crypto  map mymap  5 ipsec-isakmp  

Ruijie(config-crypto-map)#  set local 2.2.2.2  

 

 ੑҸ ᦣ䗄 

crypto map(global IPSec) ᅮНࡴᆚ᯴ᇘᴵⳂ 

show crypto map ᶹⳟࡴᆚ᯴ᇘֵᙃ 
Ⳍ݇ੑҸ 

crypto map(interface IPSec) ೼᥹ষϞ݇㘨ࡴᆚ᯴ᇘ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো  
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䜡㕂В՟ 

՟ 1˖ϟ䴶ⱘ⼎՟Ўࡴᆚ᯴ᇘ mymap ᣛᅮϔϾ䖰⿟ᇍㄝԧ˄2.2.2.2˅˖ 

Ruijie(config)# crypto  map mymap  5 ipsec-isakmp  

Ruijie(config-crypto-map)#  set peer 2.2.2.2  

 

 ੑҸ ᦣ䗄 

crypto map(global IPSec) ᅮНࡴᆚ᯴ᇘᴵⳂ 

show crypto map ᶹⳟࡴᆚ᯴ᇘֵᙃ 
Ⳍ݇ੑҸ 

crypto map(interface IPSec) ೼᥹ষϞ݇㘨ࡴᆚ᯴ᇘ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

                      -               - 

7.1.44 set  pfs (IPSec) 

ᣛᅮ ipsec 䱻䘧ᇕ㺙Փ⫼ Diffie-Hellman 㒘ᷛ䆚 

set pfs {group1 | group2} 

no set pfs 

 খ᭄ ᦣ䗄 

 group1 768 ԡ খ᭄䇈ᯢ 

 group2 1024 ԡ 

 

㔎ⳕ䜡㕂  ϡՓ⫼ Diffie-Hellman 㒘 

 

ੑҸ῵ᓣ  ࡴᆚ᯴ᇘ䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ  ᣛᅮ ipsec 䱻䘧ᇕ㺙Փ⫼ Diffie-Hellman 㒘ᷛ䆚 

 

 

䜡㕂В՟ 

՟ 1˖ϟ䴶ⱘ⼎՟Ўࡴᆚ᯴ᇘ mymap j
/TT1 1 Tf
0 T</MCID 48 200.1736-TT1 1 245<18DB112AFC>Tj
/Tc 120 T2 -0.078 Td
[(102)6(4)]TJ
6 
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show crypto map ᶹⳟࡴᆚ᯴ᇘֵᙃ 

crypto map(interface IPSec) ೼᥹ষϞ݇㘨ࡴᆚ᯴ᇘ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

                      -               - 

7.1.45 set  security-association lifetime 

㽕᳓ᤶᶤϾࡴᆚ᯴ᇘ䖯㸠 IPSecᅝܼ㘨ⲳणଚⱘܼሔ⫳ੑ਼ᳳ 䇋̍ᠻ㸠ࡴᆚ᯴ᇘ䜡㕂ੑҸset 

security-association lifetimeǄ䆹ੑҸⱘ no ᔶᓣᘶ໡咬䅸ؐǄ 

set security-association lifetime {seconds seconds | kilobytes kilobytes]}    

no set security-association lifetime {seconds | kilobytes} 

 খ᭄ ᦣ䗄 

 seconds seconds ᅝܼ㘨ⲳ䍙ᯊᯊ䯈˄⾦˅Ǆ খ᭄䇈ᯢ 

 kilobytes kilobytes ᅝܼ㘨ⲳⱘ䍙ᯊ䗮ֵ䞣˄ҹगᄫ㡖䅵˅Ǆ 

 

㔎ⳕ䜡㕂  ࡴᆚ᯴ᇘⱘᅝܼ㘨ⲳḍ᥂ܼሔ⫳ੑ਼ᳳؐ䖯㸠णଚǄ 

 

ੑҸ῵ᓣ  ࡴᆚ᯴ᇘ䜡㕂῵ᓣǄ 

 

 

Փ⫼ᣛᇐ 

䆹ੑҸাᇍՓ⫼ IKE ᓎゟ IPSec ᅝܼ㘨ⲳⱘࡴᆚ᯴ᇘ᳝⫼Ǆ᠟Ꮉᓎゟⱘᅝܼ㘨ⲳⱘࡴᆚ

᯴ᇘ≵᳝䆹ੑҸǄ 

೼㔎ⳕᚙމϟˈ᠔᳝ IPSec ᅝܼ㘨ⲳ䛑ᰃ䞛⫼ܼሔ⫳ੑ਼ᳳؐ䖯㸠णଚˈབᵰ䳔㽕䩜ᇍ

ᶤϾⳂᷛഄഔ䞛⫼ϡৠѢܼሔ⫳ੑ਼ᳳؐⱘ⫳ੑ਼ᳳ䖯㸠णଚˈৃҹ೼Ϣ䆹Ⳃᷛഄഔ䖯

㸠णଚⱘࡴᆚ᯴ᇘᴵⳂЁՓ⫼䆹ੑҸׂᬍ⫳ੑ਼ᳳؐǄ 

�a  
⊼

 

䆹ੑҸׂᬍ⫳ੑ਼ᳳؐাᬍবᶤϾ݋ԧ᯴ᇘ䖯㸠 IPSec ᅝܼ㘨ⲳणଚⱘ⫳ੑ਼ᳳ

ؐˈϡᕅડܼሔ⫳ੑ਼ᳳؐǄ 
ᛣ 

 

 

䜡㕂В՟ 

՟ 1˖ϟ䴶ⱘ⼎՟ׂᬍࡴᆚ᯴ᇘ mymap ᴵⳂ 5 ⱘ⫳ੑ਼ᳳЎ 2500 ⾦˖ 

Ruijie(config)# crypto map mymap  5 ipsec-isakmp 

Ruijie(config-crypto-map)# set security- association lifetime  
seconds 2500 

 

 ੑҸ ᦣ䗄 Ⳍ݇ੑҸ 

crypto map(global IPSec) ᅮНࡴᆚ᯴ᇘᴵⳂ 

http://www.ruijie.com.cn 
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show crypto map ᶹⳟࡴᆚ᯴ᇘֵᙃ 

crypto map(interface IPSec) ೼᥹ষϞ݇㘨ࡴᆚ᯴ᇘ 

crypto ipsec 
security-association lifetime 

䜡㕂ܼሔ⫳ੑ਼ᳳ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

7.1.46 set  session-key 

㽕᠟Ꮉ߯ᓎᅝܼ㘨ⲳˈৃՓ⫼䖭ᴵੑҸᴹЎߎキ੠ܹキⱘফֱᡸ䗮ֵ䆒㕂Ⳍ݇ㅫ⊩ⱘᅝܼখ

᭄㋶ᓩ˄SPIs˅੠ᆚⷕǄ䆹ੑҸⱘ no ᔶᓣߴ䰸Ⳍ݇ㅫ⊩ⱘᅝܼখ᭄㋶ᓩ˄SPIs˅੠ᆚⷕǄ 

set session-key { inbound | outbound} ah spi hex-key-data 

set session-key { inbound | outbound} esp spi cipher hex-key-data [authenticator 

hex-key-data] 

no set session-key { inbound | outbound} ah 

no set session-key { inbound | outbound} esp 

 খ᭄ ᦣ䗄 

 spi ᅝܼখ᭄㋶ᓩ খ᭄䇈ᯢ 

 hex-key-data ᰃϔϾ 16 䖯ࠊᆚⷕ 

 

㔎ⳕ䜡㕂  ϡᣛᅮӏԩⳌ݇ㅫ⊩ⱘᅝܼখ᭄㋶ᓩ੠ᆚⷕ 

 

ੑҸ῵ᓣ  ࡴᆚ᯴ᇘ䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ  া೼ ipsec-manual ЁՓ⫼Ǆ 

 

 

䜡㕂В՟ 

՟ 1˖ϟ䴶ⱘ⼎՟Ўࡴᆚ᯴ᇘ mymap ᣛᅮ esp ᇕ㺙ˈ㾷ᇕ㺙ᆚⷕ 

Ruijie(config)# crypto  map mymap  5 ipsec-manual  

Ruijie(config-crypto-map)# set session-key inbound esp  301 cipher
abcdef1234567890 

Ruijie(config-crypto-map)#  set session-key outbound esp  300 cipher
abcdef1234567890 

 

Ⳍ݇ੑҸ  ੑҸ ᦣ䗄 

http://www.ruijie.com.cn 
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crypto map(global IPSec) 
ᅮНࡴᆚ᯴ᇘᴵⳂ 

ipsec-manual 

show crypto map ᶹⳟࡴᆚ᯴ᇘֵᙃ 

crypto map(interface IPSec) ೼᥹ষϞ݇㘨ࡴᆚ᯴ᇘ 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

7.1.47 set  transform-set 

㽕 Ў ᶤ Ͼ ࡴ ᆚ ᯴ ᇘ ᴵ Ⳃ ᣛ ᅮ Փ ⫼ ા ѯ ব ᤶ 䲚 ড় ˈ 䇋 Փ ⫼ ࡴ ᆚ ᯴ ᇘ 䜡 㕂 ੑ Ҹ set 

transform-setǄ䆹ੑҸⱘ no ᔶᓣߴ䰸ࡴᆚ᯴ᇘᴵⳂ੠বᤶ䲚ড়ⱘ݇㘨Ǆ 

Set transform-set transform-set-name1 [transform-set-name2] [transform-set-name3]  

[transform-set-name4]  [transform-set-name5] [transform-set-name6] 

no set transform-set 

 খ᭄ ᦣ䗄 

 transform-set-name1 ˈ

[transform-set-name2] ˈ

[transform-set-name3] ˈ

[transform-set-name4] ˈ

[transform-set-name5] ˈ
[transform-set-name6] 

বᤶ䲚ড়ৡ⿄ˈ᳔໮ৃҹЎࡴᆚ᯴ᇘᴵⳂᣛᅮ݁Ͼব

ᤶ䲚ড়Ǆ 
খ᭄䇈ᯢ 

 

㔎ⳕ䜡㕂  ≵᳝ᣛᅮӏԩবᤶ䲚ড়Ǆ 

 

ੑҸ῵ᓣ  ࡴᆚ᯴ᇘ䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ 
 বᤶ䲚ড়ᰃᅝܼ㘨ⲳ៤ࡳᓎゟⱘᖙ㽕ᴵӊǄ䜡㕂ӏԩࡴᆚ᯴ᇘ䛑ᖙ乏Փ⫼䆹ੑҸᣛᅮব

ᤶ䲚ড়Ǆ 

 

 

䜡㕂В՟ 

՟ 1˖ϟ䴶ⱘ⼎՟ᣛᅮࡴᆚ᯴ᇘᴵⳂⱘবᤶ䲚ড়Ў myset˖ 

Ruijie(config)# crypto ipsec transform-set  myset  esp- des 
esp-sha-hmac 

Ruijie(config)# crypto  map mymap 5 ipsec-isakmp 

Ruijie(config-crypto-map)# set transform-set myset 

 

Ⳍ݇ੑҸ  ੑҸ ᦣ䗄 

http://www.ruijie.com.cn 
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crypto map(global IPSec) ᅮНࡴᆚ᯴ᇘᴵⳂ 

show crypto map ᶹⳟࡴᆚ᯴ᇘֵᙃ 
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                      -               - 

7.1.49 tunnel protection ipsec profile (interface IPSec for IPSec-Profile) 

㽕ᇚ乘ܜᅮНདⱘࡴ Profile ᆚ᯴ᇘ䲚ড়䖤⫼ࠄ Tunnel ᥹ষϞˈৃ ҹՓ⫼ tunnel protection 

ipsec profile ᥹ষ䜡㕂ੑҸǄ䆹ੑҸⱘ no ᔶᓣҢϔϾ᥹ষϞপ⍜ࡴᆚ᯴ᇘ䲚ড়݇㘨Ǆ 

tunnel protection ipsec profile [profile-name] 

no tunnel protection ipsec profile [profile-name] 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 profile-name Profile  ⿄ᆚ᯴ᇘৡࡴ

 

㔎ⳕ䜡㕂  ≵᳝ӏԩࡴᆚ᯴ᇘᑨ⫼ࠄ Tunnel ᥹ষϞ 

 

ੑҸ῵ᓣ  ᥹ষ䜡㕂῵ᓣǄ 

 

 

Փ⫼ᣛᇐ 

Փ⫼ℸੑҸᇚࡴᆚ᯴ᇘ䲚ড়ᑨ⫼Ѣ᥹ষǄ㽕ᇍ Tunnel ষϞⱘ᠔᳝᡹᭛䖯㸠 IPSec ᆚֱࡴ

ᡸˈᖙ乏ᇚϔϾࡴᆚ᯴ᇘ䲚ড়ᑨ⫼Ѣℸ᥹ষǄᇍѢϔϾ᥹ষˈা㛑݇㘨ϔϾࡴᆚ᯴ᇘ䲚

ড়Ǆ 

 

�a  ⊼ᛣ˖3URILOH�PDS া㛑ᬃᣕ �
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7.2 �‹	 �ü�»�w�W 

ࣙ৿ҹϟᰒ⼎ੑҸ˖ 

�„  show crypto dynamic-map (IPSec) 

�„  show crypto ipsec sa 

�„  show crypto ipsec transform-set 

�„  show crypto isakmp policy 

�„  show crypto isakmp sa 

�„  show crypto map(IPSec) 

7.2.1 show crypto dynamic-map (IPSec) 

㽕ᶹⳟࡼᗕࡴᆚ᯴ᇘⱘֵᙃˈ䇋ᠻ㸠⡍ᴗ EXEC 䜡㕂ੑҸ show crypto dynamic-mapǄ 

show crypto dynamic-map [map-name] 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 map-name                      ࡴᆚ᯴ᇘⱘৡ⿄Ǆ 

 

㔎ⳕ䜡㕂  བᵰ≵᳝ᣛᅮࡴᆚ᯴ᇘৡ⿄ˈ߭ᰒ⼎䆒໛Ϟ᠔᳝ࡼᗕࡴᆚ᯴ᇘⱘֵᙃǄ 

 

ੑҸ῵ᓣ  ⡍ᴗ EXEC 䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ  ᮴ 

 

 

䜡㕂В՟ 

՟ 1˖Ruiji e# show crypto dynamic-map 

       Crypto Map Template "mydmap" 1 

No matching address list set. 

Security association lifetime: 4608000 kilobytes/3600 
seconds(id=34) 

PFS (Y/N): N 

Transform sets = {  } 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

                         -             - 

 

ᑇৄ䇈ᯢ  ᮴ 

 

http://www.ruijie.com.cn 
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 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

7.2.2 show crypto ipsec sa 

㽕ᶹⳟᔧࠡ⌏ࡼ IPSec ᅝܼ㘨ⲳⱘ݋ԧֵᙃˈ䇋ᠻ㸠⡍ᴗ EXEC 䜡㕂ੑҸ show crypto 

ipsec saǄ 

show crypto ipsec sa 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 - - 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ⡍ᴗ EXEC 䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ  ᮴ 

 

 

䜡㕂В՟ 

՟ 1˖ϟ䴶ⱘ⼎՟ᰃ䆹ੑҸⱘϔϾ䕧ߎ˖ 

Interface: GigabitEthernet 1/0/0 

         Crypto map tag:mymap, local addr 2.2.2.3 

//Ⳃࠡⱘࡴᆚ᯴ᇘ䲚ৡ mymapˈՓ⫼ᴀഄഄഔ 2.2.2.3 

         media mtu 1500 

         ================================== 

         sub_map type:static, seqno:7, id=0 

         local  ident (addr/mask/prot/port): (2.2.2.3/0.0.0.0/0/0)) 

         remote  ident (addr/mask/prot/port): (2.2.2.2/0.0.0.0/0/0)) 

         PERMIT//ֱᡸ 2.2.2.3 ੠ 2.2.2.2 П䯈ⱘ䗮ֵ 

         #pkts encaps: 0, #pkts encrypt: 0, #pkts digest 0 

         #pkts decaps: 0, #pkts decrypt: 0, #pkts verify 0 

         #send errors 0, #recv errors 0 

//㒳䅵᭄᥂ˈձ⃵Ў˖ᇕ㺙᭄ࣙˈࡴᆚ᭄ࣙˈᨬ㽕᭄ࣙˈᢚᇕ᭄ࣙˈࡴᆚ᭄ࣙˈ偠䆕᭄ࣙˈ

থ䗕䫭䇃ˈ᥹ᬊ䫭䇃 

         Inbound esp sas: //䖯ܹࣙ໘⧚ⱘᅝܼ㘨ⲳˈण䆂Ў ESP 

              spi:0x79b8e4bb (2042160315) //spi ⱘؐЎ 2042160315 

               transform: esp-3des //বᤶ䲚ড়Ў esp-3des 

               in use settings={Tunnel,} //䗮䘧῵ᓣ 

               crypto map mymap 7 

               sa timing: remaining key lifetime (k/sec): (4607000/3505) 

               //⾏ᅝܼ㘨ⲳⱘ⫳ੑ਼ᳳࠄᳳ䖬᳝˖4607000 गᄫ㡖/3505 ⾦ 

http://www.ruijie.com.cn 



䜡㕂㔥㒰ᅝܼण䆂˄IPSec˅ੑҸ 

               IV size: 8 bytes    //IV ৥䞣䭓ᑺЎ 8 

               max reply windows size: 0  

               Replay detection support:Y //ᡫ䞡᪁໘⧚ 

 

 

         Outbound esp sas:  //໪ࣙߎ໘⧚ⱘᅝܼ㘨ⲳˈण䆂Ў ESP 

              spi:0x293b8b55 (691768149) //spi ⱘؐЎ 691768149 

               transform: esp-3des  //বᤶ䲚ড়Ў esp-3des 

               in use settings={Tunnel,} //䗮䘧῵ᓣ 

               crypto map mymap 7 

               sa timing: remaining key lifetime (k/sec): (4607000/3505) 

               //⾏ᅝܼ㘨ⲳⱘ⫳ੑ਼ᳳࠄᳳ䖬᳝˖4607000 गᄫ㡖/3505 ⾦ 

               IV size: 8 bytes   //IV ৥䞣䭓ᑺЎ 8 

               max reply windows size: 0 

               Replay detection support:Y  //ᡫ䞡᪁໘⧚ 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

 -                 - 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

7.2.3 show crypto ipsec transform-set 

㽕ᶹⳟ䆒໛䜡㕂ⱘবᤶ䲚ⱘֵᙃˈ䇋ᠻ㸠⡍ᴗ EXEC 䜡㕂ੑҸ show crypto ipsec 

transform-setǄ 

show crypto ipsec transform-set 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

                       -            - 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ⡍ᴗ EXEC 䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ  ᮴ 
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䜡㕂㔥㒰ᅝܼण䆂˄IPSec˅ੑҸ 

 

䜡㕂В՟ 

՟ 1˖ϟ䴶ⱘ⼎՟ᰃՓ⫼䆹ੑҸⱘϔϾ䕧ߎ˖ 

Ruijie#show crypto ipsec transform-set 

transform set myset3: { esp-des,} 

        will negotiate = {Tunnel,} 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

                         -             - 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

7.2.4 show crypto isakmp policy 

㽕ᶹⳟ䆒໛䜡㕂ⱘ IKE ㄪ⬹ֵᙃˈ䇋ᠻ㸠⡍ᴗ EXEC ੑҸ show crypto isakmp policyǄ 

show crypto isakmp policy 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

                       -            - 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ⡍ᴗ EXEC 䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ  



䜡㕂㔥㒰ᅝܼण䆂˄IPSec˅ੑҸ 

lifetime:               1000 seconds 

Default protection suite 

encryption algorithm:   DES - Data Encryption Standard (56 bit keys).

hash algorithm:         Secure Hash Standard 

authentication method:  Rsa-Sig 

Diffie-Hellman group:   #1 (768 bit) 

lifetime:               86400seconds 

 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

                         -             - 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

7.2.5 show crypto isakmp sa 

㽕ᶹⳟ䆒໛Ϟᔧࠡ⌏ࡼⱘ IKE ᅝܼ㘨ⲳˈ䇋ᠻ㸠⡍ᴗ EXEC ੑҸ show crypto isakmp saǄ 

show crypto isakmp sa 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

                       -            - 

 

㔎ⳕ䜡㕂  ᮴ 

 

ੑҸ῵ᓣ  ⡍ᴗ EXEC 䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ  ᮴ 

 

 

䜡㕂В՟ 

՟ 1˖ϟ䴶ⱘ⼎՟ᠻ㸠䆹ੑҸⱘϔϾ䕧ߎ˖ 

Ruijie#!!show crypto  isakmp sa! 

 destination   source    state     conn-id   lifetime(second)  

 1.1.1.1        1.1.1.2  IKE_IDLE  59         32254    

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

                         -             - 

 

http://www.ruijie.com.cn 



䜡㕂㔥㒰ᅝܼण䆂˄IPSec˅ੑҸ 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো  

 



䜡㕂㔥㒰ᅝܼण䆂˄IPSec˅ੑҸ 
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䜡㕂᭄ᄫ䆕кੑҸ 

certificate [ca] certificate-serial-number 

no certificate [ca] certificate-serial-number 

 খ᭄ ᦣ䗄 



䜡㕂᭄ᄫ䆕кੑҸ 

8.1.2 crypto pki authenticate 

೼Փ⫼ SCEP ण䆂㦋প䏃⬅఼䆕кⱘᯊ׭ˈ㽕㦋প CA ⱘḍ䆕кˈ䇋೼ܼሔ䜡㕂῵ᓣϟᠻ㸠

crypto pki authenticate ੑҸǄ 

crypto pki authenticate ca_name 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

            ca_name  ca_name Ў䆹ֵӏ⚍ᇍᑨⱘ CA ⱘ݀⫼ৡ⿄ 

 

㔎ⳕ䜡㕂   ᮴Ǆ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ   

 

 

䜡㕂В՟ 



䜡㕂᭄ᄫ䆕кੑҸ 

  ca_name  ca_name Ў䆹ֵӏ⚍ᇍᑨⱘ CA ⱘ݀⫼ৡ⿄ 

 

㔎ⳕ䜡㕂   ᮴Ǆ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣǄ 

 

 
Փ⫼ᣛᇐ 

ᙼৃҹՓ⫼ℸੑҸ䖯ܹ䆕к䫒䜡㕂῵ᓣˈ೼䖭Ͼ῵ᓣЁˈᙼৃҹ䜡㕂៪ߴ䰸ϔϾ䆕кǄ

བᵰᙼᠻ㸠 no crypto pki certificate chain ca_name ੑҸˈᙼᇚߴ䰸䆕к䫒Ё᠔᳝ⱘ

䆕кǄ 

 

䜡㕂В՟  ৠ certificate ੑҸǄ 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

certificate ᠟Ꮉ䆕к䜡㕂ੑҸ 

  ੑҸǄ 
    



䜡㕂᭄ᄫ䆕кੑҸ 

import peer certificate success. 

 

 

䜡㕂В՟ 

Router(config)#crypto pki certificate peer address 192.168.50.203  //ᇍッ IP ഄഔ 
 
% Enter PEM-formatted peer certificate. 
% End with a blank line or "quit" on a line by itself. 
-----BEGIN CERTIFICATE----- 

MIIDLjCCAtigAwIBAgIQVq4HPBChfoxFro0/FVIzVzANBgkqhkiG9w0BAQUFADCB 

rDEhMB8GCSqGSIb3DQEJARYSZGluZ2pzQHN0YXItbmV0LmNuMQswCQYDVQQG
EwJD 

TjEPMA0GA1UECBMGRnVKaWFuMQ8wDQYDVQQHEwZGdVpob3UxIDAeBgNVBA
oTF1Jl 

Z2lhbnQgTmV0d29yayBDby4gTHRkMR0wGwYDVQQLExRSZXNlYXJjaCBBcGFydG
1l 

bnQgNTEXMBUGA1UEAxMOQ0EgdGVzdCBzZXJ2ZXIwHhcNMDUwMjI1MDg0NjAy
WhcN 

MDcwMzAxMDIzNjIzWjCBrDEhMB8GCSqGSIb3DQEJARYSZGluZ2pzQHN0YXItbmV
0 

LmNuMQswCQYDVQQGEwJDTjEPMA0GA1UECBMGRnVKaWFuMQ8wDQYDVQQ
HEwZGdVpo 

b3UxIDAeBgNVBAoTF1JlZ2lhbnQgTmV0d29yayBDby4gTHRkMR0wGwYDVQQLExR
S 

ZXNlYXJjaCBBcGFydG1lbnQgNTEXMBUGA1UEAxMOQ0EgdGVzdCBzZXJ2ZXIwXDS 



䜡㕂᭄ᄫ䆕кੑҸ 

 - - 

8.1.5 crypto pki crl request 

㽕᠟Ꮉϟ䕑 CRL ᭛ӊˈ䇋೼ܼሔ䜡㕂῵ᓣϟᠻ㸠 crypto pki crl request trustpoint ੑҸǄ

ℸੑҸ≵᳝ No ᔶᓣǄ 

crypto pki crl request trustpoint 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 trustpoint ᣛᅮ trustpoint 䆕к䫒ˈ 

 

㔎ⳕ䜡㕂  ᮴Ǆ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣǄ 

 

 

Փ⫼ᣛᇐ 

ℸੑҸϡৃֱᄬǄRGOS ᬃᣕⱘ᳔໻ CRL ᭛ӊ໻ᇣЎ 1Mˈ䍙䖛߭ᢦ㒱ϟ䕑ǄRGOS ᬃ

ᣕ䗮䖛 http ण䆂ϟ䕑 CRLˈ݊ URL ഄഔৃҹ䗮䖛޴⾡ᮍᓣ㦋ᕫˈᣝӬܜ乎ᑣᥦ߫བϟ˖

1.ੑҸ㸠ᣛᅮˈབ˖crypto pki crl url  

http://www.myca.cn/CertEnroll/certcrl.crl˗ 

2.䆒໛Ϟ䜡㕂ⱘ CA ḍ䆕кⱘ CRL  ˗ᆍݙথ⚍ᠽሩ乍ߚ

3.䆒໛Ϟ䜡㕂ⱘ䏃⬅఼䆕кⱘ CRL  ᆍǄݙথ⚍ᠽሩ乍ߚ

ᇍ URL ⱘ㾷ᵤ䇋খ㗗 crypto pki crl url ੑҸՓ⫼ᣛफǄ 

 

 

䜡㕂В՟ 

՟ 1˖ҹϟВ՟䇈ᯢℸੑҸⱘᠻ㸠䖛⿟੠㒧ᵰˈcertcrl.crl Ў CRL ᭛ӊ˖ 

Ruijie# config t 

Enter configuration commands, one per line.  End with CNTL/Z. 

Ruijie(config)#  crypto pki crl request trustpoint  

%Crypto pki crl request command: start crl download task! 

Ruijie(config)# 

%Crl download and decode successfully! 

Ruijie(config)# exit 

Ruijie# dir 

Directory of flash:/ 

5    an       68 0xdbc28957 Jan  1 2005 00:00:00 tftp_config.bin 

8    an  4301816 0x3e415b47 Jun 28 2005 15:03:46 RGOS.bin 

27    an     5331 0xaf1d58ec Jun 29 2005 10:05:20 config.text 

34    an      427 0x5bd43f32 Jun 29 2005 12:50:41 certcrl.crl 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

crypto pki crl url ᣛᅮϟ䕑 CRL ⱘ URL ഄഔ 
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䜡㕂᭄ᄫ䆕кੑҸ 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

8.1.6 crypto pki crl url 

㽕ᣛᅮϟ䕑 CRL ᭛ӊⱘ URL ഄഔ 䇋̍೼ܼሔ䜡㕂῵ᓣϟᠻ㸠 crypto pki crl url ੑҸǄҹ݊

NO ᔶᓣߴ䰸ℸഄഔǄ䆹ੑҸⱘ䜡㕂੠㄀ϔϾ䆕к䫒 crl 䜡㕂ⳌৠˈℸੑҸⱘᄬ೼াЎݐᆍҹ

ࠡ⠜ᴀǄ 

crypto pki crl url url_string 

no crypto pki crl url 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 url_string ҹ http://ᓔ༈ⱘ URL ᄫヺІˈ䭓ᑺϡ䍙䖛 255 

 

㔎ⳕ䜡㕂  ᮴Ǆ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣǄ 

 

 

Փ⫼ᣛᇐ 

㢹᳾䜡㕂ℸੑҸ R̍GOS ᇚ䖬ৃҢ CA ḍ䆕к៪㗙䏃⬅఼䆕кⱘ CRL থ⚍ֵᙃЁপᕫߚ

CRL ϟ䕑ⱘഄഔǄᔧ䜡㕂њℸੑҸᯊˈҹℸੑҸⱘ䜡㕂ӬܜˈेϡݡՓ⫼䆕кЁⱘഄഔǄ

url_string ᖙ乏ҹ http /̟/ᓔ༈ ϟ̠䕑ッষ咬䅸Փ⫼ 80 ッষ ৺̍߭ৃ೼ඳৡৢᣛᅮッষোˈ

བ http://www.myca.cn:1020/˗Ⳃᔩৡ咬䅸Ў certsrvˈ৺߭ৃ㞾㸠ᣛᅮˈབ

http://www.myca.cn/CertDir/˗CRL ᭛ӊৡ咬䅸Ў certcrl.crlˈ৺߭гৃ㞾㸠ᣛᅮˈབ 

http://www.myca.cn/certsrv/mycertcrl.crl˗url_string ϡܕ䆌ࣙ৿ぎḐˈབᵰᙼⱘ䏃ᕘЁ

ᖙ乏ࣙ৿ぎḐˈৃՓ⫼䕧ܹĀ%20āҷ᳓ˈབ˖

http://www.myca.cn/CertEnroll/CA%20Server.crlǄ 

url_string ⱘඳৡৃҹⳈ᥹Փ⫼ IP ഄഔˈབ http://202.101.211.123/ˈгৃҹᰃϔϾݙ䚼

Џᴎৡˈབ http://myserver/Ǆϡㅵ URL 䗮䖛᠟Ꮉ䜡㕂䖬ᰃҢ䆕кЁ㦋ᕫˈ䆒໛೼ᓔྟϟ

䕑 CRL ᯊᇚ㞾ࡼ䖯㸠ඳৡ㾷ᵤ៪㗙Џᴎৡ㾷ᵤˈ䇋⊼ᛣⳌ݇ⱘ䜡㕂ᖙ乏ℷ⹂Ǆ㢹乏䖯㸠

ඳৡ㾷ᵤˈ߭乏䜡㕂ℷ⹂ⱘ DNS ᳡఼ࡵഄഔ˗㢹䖯㸠ݙ䚼Џᴎৡ㾷ᵤˈ䇋⫼ ip host ੑ

Ҹ䜡㕂Џᴎ IP ഄഔǄ 

 

 

䜡㕂В՟ 

՟ �˖ҹϟ䛑ᰃড়⊩ⱘ crypto pki crl url 䜡㕂˖ 

http://www.myca.cn/certsrv/certcrl.crl 

http://www.myca.cn:1010/certsrv/ 

http://www.myca.cn:80/certsrv 

http://www.myca.cn/certcrl.crl 

http://www.myca.cn:80/ 

http://www.myca.cn:1220 

http://www.ruijie.com.cn 



䜡㕂᭄ᄫ䆕кੑҸ 

http://www.myca.cn 

http://www.myca.cn/CertEnroll/CA%20Server.crl 

http://202.101.211.123/certsrv/certcrl.crl 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

crypto pki crl request ᠟Ꮉϟ䕑 CRL ᭛ӊੑҸ 

 

ᑇৄ䇈ᯢ  ᮴Ǆ�

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

8.1.7 crypto pki enroll 

೼Փ⫼ SCEP ण䆂㦋প䏃⬅఼䆕кⱘᯊ׭ 㽕̍ᠻ㸠⊼ݠ 䇋̍೼ܼሔ䜡㕂῵ᓣϟᠻ㸠 crypto pki 

enroll ੑҸǄ 

crypto pki enroll ca_name 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

            ca_name  CA_name Ў䆹ֵӏ⚍ᇍᑨⱘ CA ⱘ݀⫼ৡ⿄ 

 

㔎ⳕ䜡㕂   ᮴Ǆ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ   

 

 

䜡㕂В՟ 

router(config)#crypto pki enroll CA 

% 

%Start certificate enrollment ..  

%Create a challenge password. You will need to verbally provide this password to the 
CA Administrator in order to revoke your certificate. For security reasons your 
password will not be saved in the configuration.Please make a note of it. 

 

Password:F4EEE4FEB3766007     //䕧ܹҢ CA 㦋ᕫⱘᆚ䇁 

Re-enter password:F4EEE4FEB3766007  

%The subject name in the certificate will include: router 

 

 

Ⳍ݇ੑҸ  



䜡㕂᭄ᄫ䆕кੑҸ 

crypto pki trustpoint 䜡㕂 trustpoint 

 

ᑇৄ䇈ᯢ  ᮴Ǆ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

8.1.8 crypto pki import crl  

㽕Ң TFTP ᇐܹ CRLˈ䇋೼ܼሔ䜡㕂῵ᓣϟᠻ㸠 crypto pki import ca_name crl tftp_url ੑ

ҸǄℸੑҸ≵᳝ No ᔶᓣǄ 

crypto pki import ca_name crl tftp_url  

 খ᭄ ᦣ䗄 

 ca_name ca_name Ўֵӏ⚍˄ trustpoint ᇍ˅ᑨⱘ CA ⱘ݀⫼ৡ

⿄ 

 terminal 䆕к੠ᆚ䩹ᇚҢ᥻ৄࠊ᠟Ꮉᇐܹ 

খ᭄䇈ᯢ 

 tftp_url CRL ᭛ӊⱘ TFTP URLǄ 

 

㔎ⳕ䜡㕂  ᮴Ǆ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ 
 ℸੑҸϡৃֱᄬǄᙼৃՓ⫼ℸੑҸҢ PEM Ḑᓣⱘ᭛ӊЁᇐܹ䆕к੠ RSA ᆚ䩹ᇍǄ䖭ѯ

᭛ӊৃ㛑ᴹ㞾Ѣ݊ᅗ PKI ᑨ⫼䆒໛ˈབ PCǄ 

 

䜡㕂В՟  ᮴ 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

             -                         - 

 

ᑇৄ䇈ᯢ  ᮴ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 10.4(3b15) 10.4(3b15)ঞ݊ҹৢ⠜ᴀᬃᣕ䆹ੑҸ 
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䜡㕂᭄ᄫ䆕кੑҸ 

8.1.9 crypto pki import pem  

㽕Ң PEM˄Privacy-enhanced Mail˅Ḑᓣⱘ᭛ӊЁᇐܹ䆕к੠ RSA ᆚ䩹ˈ䇋೼ܼሔ䜡㕂῵

ᓣϟᠻ㸠 crypto pki ca_name import pem password ੑҸǄℸੑҸ≵᳝ No ᔶᓣǄ 

crypto pki import 



䜡㕂᭄ᄫ䆕кੑҸ 

L1xcemotcm91dGVyXENlcnRFbnJvbGxcQ0ElMjB0ZXN0JTIwc2VydmVyLmNybDAQ

BgkrBgEEAYI3FQEEAwIBATANBgkqhkiG9w0BAQUFAANBAH8ufRZ2tVYO3R7YC0IF

OzmnQrjgaBN4bpmSLkxYYKtK8ZNjo0FwUL11aq6nCGp6n8Ks0dijoMxnedB2zn0a

f0w= 

-----END CERTIFICATE----- 

quit 

Certificate has the following attributes: 

Fingerprint: B286A3F4 4930D46D 81D4A544 885D611C 

//CA ḍ䆕кⱘᣛ㒍 

% Do you accept this certificate? [yes/no]: yes 

//ᦤ⼎⹂䅸ᣛ㒍 

% Certificate successfully imported 

% Enter PEM-formatted encrypted private key. 

//ᦤ⼎䕧ܹ PEM Ḑᓣⱘ⾕䩹᭛ᴀ 

% End with "quit" on a line by itself. 

//ᦤ⼎䕧ܹĀquitā㒧ᴳ䕧ܹ 

//ᣋ䋱⾕䩹᭛ᴀˈ೼ℸ㉬䌈ˈབϟ᠔⼎ 

-----BEGIN RSA PRIVATE KEY----- 

Proc-Type: 4,ENCRYPTED 

DEK-Info: DES-EDE3-CBC,251F9D955610C376 

 

GDG2s1mbs/MJCpo5w2bu972jK1OZYtv3RQunH4I29c9H5uq3LtyvNA9RwrlpRQ3t

iUmkvQrU3/6SBp4Rqx1EU2UWgv1KRqqYwRVbdPdBZYVJLrso3Ov/9eaS4TiD+4Dl

NfJ1sAA4OONdVKDCLcGZIB43Wq5rAlqzsyjcF6tx3fWsSankVjQfroTv7UvP+ijj

uGndmJwbXEiATxlt+Smvt2/CGjr8nIC55T1W+tW0itkBdZhnvBJekOFM4BdgoLZc

3vueTIHmTurHvvdLIytYjQHsxVsf3vRGMcQhohM98nAYsIDBil4OIh1hc+ZnhGsn

TFLPMmMuJnBWMYopfaMPNrcdbpu+n4Qj2QiRoVTEoI7P1IAY/Oa2uc+kDuUX3KlW

sQQPnFNiU0Q/T9BrsolxI2Wkak7cvaNxbmhuU+5wNUGybQfcfP3CWg== 

-----END RSA PRIVATE KEY----- 

quit 

% RSA private key successfully imported 

Enter the base 64 encoded certificate.// ᦤ⼎䕧ܹ PEMḐᓣⱘ䏃⬅఼䆕к

᭛ᴀ 

End with a blank line or the word "quit" on a line by itself  

//ᦤ⼎䕧ܹぎ㸠៪㗙Āquitāҹ㒧ᴳ᭛ᴀ䕧ܹ 

//ᣋ䋱䏃⬅఼䆕к᭛ᴀˈ೼ℸ㉬䌈ˈབϟ᠔⼎ 

-----BEGIN CERTIFICATE----- 

MIIEsTCCBFugAwIBAgIKEffFFwABAAAAPjANBgkqhkiG9w0BAQUFADCBrDEhMB8G

CSqGSIb3DQEJARYSZGluZ2pzQHN0YXItbmV0LmNuMQswCQYDVQQGEwJDTjEPMA0G

A1UECBMGRnVKaWFuMQ8wDQYDVQQHEwZGdVpob3UxIDAeBgNVBAoTF1JlZ2lhbnQg

TmV0d29yayBDby4gTHRkMR0wGwYDVQQLExRSZXNlYXJjaCBBcGFydG1lbnQgNTEX

MBUGA1UEAxMOQ0EgdGVzdCBzZXJ2ZXIwHhcNMDUwNDEyMDkyOTUzWhcNMDYwNDEy

MDkzOTUzWjCBpDEhMB8GCSqGSIb3DQEJARYSZGluZ2pzQHN0YXItbmV0LmNuMQsw
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CQYDVQQGEwJDTjEPMA0GA1UECBMGRnVKaWFuMQ8wDQYDVQQHEwZGdVpob3UxIDAe

BgNVBAoTF1JlZ2lhbnQgTmV0d29yayBDby4gTHRkMR0wGwYDVQQLExRSZXNlYXJj

aCBBcGFydG1lbnQgNTEPMA0GA1UEAxMGZGluZ2pzMFwwDQYJKoZIhvcNAQEBBQAD

SwAwSAJBAM0sOymB/5v35vnf/PlJX+aqZpH9drtevsNaHkj4i3XdaJ55rFo2wLT0

qpWTI0nu638ktUa4dEIfF0AQM67sP0ECAwEAAaOCAmMwggJfMA4GA1UdDwEB/wQE

AwIE8DATBgNVHSUEDDAKBggrBgEFBQgCAjAdBgNVHQ4EFgQUIWVn8+ciY7JJkOFN

7MIkcRWWpx8wgegGA1UdIwSB4DCB3YAUckOEHCsDRS2CWPWEQ3f1IapLLCGhgbKk

ga8wgawxITAfBgkqhkiG9w0BCQEWEmRpbmdqc0BzdGFyLW5ldC5jbjELMAkGA1UE

BhMCQ04xDzANBgNVBAgTBkZ1SmlhbjEPMA0GA1UEBxMGRnVaaG91MSAwHgYDVQQK

ExdSZWdpYW50IE5ldHdvcmsgQ28uIEx0ZDEdMBsGA1UECxMUUmVzZWFyY2ggQXBh

cnRtZW50IDUxFzAVBgNVBAMTDkNBIHRlc3Qgc2VydmVyghBWrgc8EKF+jEWujT8V

UjNXMH8GA1UdHwR4MHYwOKA2oDSGMmh0dHA6Ly96ai1yb3V0ZXIvQ2VydEVucm9s

bC9DQSUyMHRlc3QlMjBzZXJ2ZXIuY3JsMDqgOKA2hjRmaWxlOi8vXFx6ai1yb3V0

ZXJcQ2VydEVucm9sbFxDQSUyMHRlc3QlMjBzZXJ2ZXIuY3JsMIGsBggrBgEFBQcB

AQSBnzCBnDBLBggrBgEFBQcwAoY/aHR0cDovL3pqLXJvdXRlci9DZXJ0RW5yb2xs

L3pqLXJvdXRlcl9DQSUyMHRlc3QlMjBzZXJ2ZXIoMSkuY3J0ME0GCCsGAQUFBzAC

hkFmaWxlOi8vXFx6ai1yb3V0ZXJcQ2VydEVucm9sbFx6ai1yb3V0ZXJfQ0ElMjB0

ZXN0JTIwc2VydmVyKDEpLmNydDANBgkqhkiG9w0BAQUFAANBABSEeYlEi7fm06en
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              ca_name ca_name Ўֵӏ⚍˄ trustpoint ᇍ˅ᑨⱘ CA ⱘ݀⫼ৡ

⿄ 

 

㔎ⳕ䜡㕂   ᮴Ǆ 

 

ੑҸ῵ᓣ  ܼሔ䜡㕂῵ᓣǄ 

 

 
Փ⫼ᣛᇐ 

ᙼৃҹՓ⫼ℸੑҸ䖯ܹ trustpoint 䜡㕂῵ᓣˈ೼䖭Ͼ῵ᓣЁˈᙼৃҹ䜡㕂䆹 trustpoint ᇍ

ᑨⱘ᠔᳝খ᭄Ǆབᵰᙼᠻ㸠 no crypto pki trustpoint ca_name ੑҸˈᙼᇚߴ䰸ֵӏ⚍

ঞ݊ᇍᑨⱘ᠔᳝䆕кǄ 

 

䜡㕂В՟   

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

  

 

ᑇৄ䇈ᯢ  ᮴Ǆ 

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

8.1.11 enrollment offline subject 

䜡㕂ᴀഄ䏃⬅఼ⱘৃऎߚৡᄫˈ䇋೼ trustpoint 䜡㕂῵ᓣϟᠻ㸠 enrollment offline subject

ੑҸǄ 

enrollment offline subject 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 ᮴Ǆ ᮴ 

 

㔎ⳕ䜡㕂  ৃऎߚৡЎぎǄ 

 

ੑҸ῵ᓣ  trustpoint 䜡㕂῵ᓣǄ 

 

 

Փ⫼ᣛᇐ 

⫼Ѣ⬇䇋䆕кᯊ฿ݭ dn ֵᙃˈḍ᥂ᦤ⼎ֵᙃ䕧ܹᇍᑨֵᙃ 
Common Name (eg, YOUR name) []:          //ᙼⱘৡᄫϢྦྷ⇣ 
Organizational Unit Name (eg, section) []:      //ᙼⱘ㒘㒛ऩԡৡ⿄ 
Organization Name (eg, company) []:          //ᙼ㒘㒛ৡ⿄ 
Locality Name (eg, city) []:                    //ᙼ᠔೼ⱘජᏖ៪ऎඳৡ⿄ 
State or Province Name (full name) []:          //ᙼ᠔೼ⱘᎲ៪ⳕӑৡ⿄ 
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Country Name (2 letter code) [CN]:             //䆹ऩԡⱘϸᄫ↡೑ᆊҷⷕ 
show run ЁӮҹ dn ᔶᓣᰒ⼎ 

 

䜡㕂В՟   

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

crypto pki trustpoint 䖯ܹ trustpoint 䜡㕂῵ᓣ 

 

ᑇৄ䇈ᯢ  ᮴Ǆ�

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

 

8.1.12 enrollment retry count 

㽕ᣛᅮՓ⫼ SCEP 㦋প䏃⬅఼䆕кᯊⱘ䕂䆶⃵᭄ˈ䇋೼ trustpoint 䜡㕂῵ᓣϟᠻ㸠

enrollment retry count ੑҸǄҹ݊ NO ᔶᓣᘶ໡咬䅸䆒㕂Ǆ 

enrollment retry count number 

no enrollment retry count 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 number Number



䜡㕂᭄ᄫ䆕кੑҸ 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

8.1.13 enrollment retry period 

㽕ᣛᅮՓ⫼ SCEP 㦋প䏃⬅఼䆕кᯊⱘ䕂䆶਼ᳳˈ䇋೼ trustpoint 䜡㕂῵ᓣϟᠻ㸠

enrollment retry period ੑҸǄҹ݊ NO ᔶᓣᘶ໡咬䅸䆒㕂Ǆ 

enrollment retry period number 

no enrollment retry period 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 number Number



䜡㕂᭄ᄫ䆕кੑҸ 

 url_string ҹ http://ᓔ༈ⱘ URL ᄫヺІˈ䭓ᑺϡ䍙䖛 255 

 

㔎ⳕ䜡㕂  ᮴Ǆ 

 

ੑҸ῵ᓣ  trustpoint 䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ   

 

䜡㕂В՟   

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

crypto pki trustpoint 䖯ܹ trustpoint 䜡㕂῵ᓣ 

 

ᑇৄ䇈ᯢ  ᮴Ǆ�

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

      

ੑ㕂῵ᯢ  



䜡㕂᭄ᄫ䆕кੑҸ 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

crypto pki trustpoint 䖯ܹ trustpoint 䜡㕂῵ᓣ 

 

ᑇৄ䇈ᯢ  ᮴Ǆ�

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

8.1.16 enrollment renewable 

㽕ᣛᅮ trustpoint ᇍᑨⱘ CA ᳡ᬃ఼ࡵᣕ䆕к᳈ᮄ᪡԰ˈ䇋೼ trustpoint 䜡㕂῵ᓣϟᠻ㸠

enrollment renewable ੑҸǄҹ݊ NO ᔶᓣߴ䰸ℸ URLǄ 

enrollment renewable 

no enrollment renewable 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

 ᮴ ᮴ 

 

㔎ⳕ䜡㕂  ᮴Ǆ 

 

ੑҸ῵ᓣ  trustpoint 䜡㕂῵ᓣǄ 

 

Փ⫼ᣛᇐ   

 

䜡㕂В՟    

খ᭄ ᦣ䗄



䜡㕂᭄ᄫ䆕кੑҸ 

8.1.17 debug crypto pki 

㽕ᠧᓔ pki Ⳍ݇ⱘ䇗䆩ᓔ݇ˈ䇋೼ EXEC ⡍ᴗ䜡㕂῵ᓣϟᠻ㸠 debug crypto pki ੑҸǄՓ

⫼݊ no ᔶᓣ݇䯁Ⳍᑨⱘ䇗䆩ᓔ݇Ǆ 

debug crypto pki {event | error} 

no debug crypto pki {event | error} 

 খ᭄ ᦣ䗄 

           event pki ᪡԰џӊ䇗䆩ֵᙃ খ᭄䇈ᯢ 

           error pki ᪡԰䫭䇃䇗䆩ֵᙃ 

 

㔎ⳕ䜡㕂  䇗䆩ᓔ݇݇䯁 

 

ੑҸ῵ᓣ  ⡍ᴗሖ 

 

Փ⫼ᣛᇐ  ᮴Ǆ 

 

䜡㕂В՟  ᮴Ǆ 

 

 ੑҸ ᦣ䗄 
Ⳍ݇ੑҸ 

              -                        - 

 

ᑇৄ䇈ᯢ  ᮴Ǆ�

 

 ⠜ᴀো 䇈ᯢ 
ੑҸग़৆ 

 - - 

8.1.18 recursion-check  

㽕݇䯁 CA ḍ䆕к㞾ㅒৡẔᶹˈ䇋೼ trustpoint ῵ᓣϟᠻ㸠 recursion-check ੑҸǄ⫼ℸੑ

Ҹⱘ No ᔶᓣᘶ໡ࠄ咬䅸䜡㕂Ǆ 

recursion-check {none} 

no recursion-check {none} 

 খ᭄ ᦣ䗄 
খ᭄䇈ᯢ 

            none ݇䯁 CA ḍ䆕кẔᶹ 
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